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P A RRESE, EMESRH TICREED, IRBEZIESHFNNRMAI L. ERBEREZFHZO
A £IKMBIL T AR KES I ZE AZRET2EBNEST X 24/NN2HENSE, RAREFE
EXKENZOBMES, MERRETHAR A EAMELBEREZE4H. ERRGSZTERERS . 2¥AE
TH5REEMN. “JBIERANARS” M EEH A R4ERE, RESM2025FEMEMNEHIEEHE. FRBES
RPEE

—. 2IKEEPIEEX LA LN RN 14
(—) Qilin#hF4AA%E B A8 £

2025 F4]), Qilin#h T HBR (USEAT M X AR BAL ARG EFT HE) BV B A A EEA LR K
Wil RARTERE MM BRI A T B D H IR A ERERIE, S R Sk N ESE R R TN AR Qilini@d
MABEEHRUNZSMEHTEI T HAEANE SR, LXEHATINESRZERAS I EEAST
EFRGESEFLET RN, EREHEKRRMH S REELEBRHENER 2 EEPAVESIFT,

&:) il

€ Back ASAHI GROUP HOLDINGS, LTD.

Asahi
GROULP

ASAHI GROUP

// TMAGES

(E13Qilin AL FWNBHAAEARETAERH ) 16
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(Z) BlackCat (ALPHV) £33 BR SEHIE L S B T

2025% E¥ &, BlackCat (ALPHV) $1RARFH WM E MK BEFEFIS I ERLE T —RIIEH KT,
ZHRFB ZEPR"ERE, ANMETRERWHZOEFERRS, EEDE T IRITER. £~TZ2
SYEENHTIASE, BNATY EFESFEARSHBEREEREE. X—RINESBEE . XEFEX
AEMNERZ O BEF LD ERMEEE, 2IXENERRMER, W27 ENEHRADM B EIEL XD
RERAEFESMRNHAREE, EEMR T SinHhELRIEE X,

Awsarkomey Batiby Eamsnstation.
WA Germany Genisy eakion e,

BlackCat (S HELUKABEL

(E14 BlackCat AR EFISW EBF W EMRAT )

(=)APT29(Cozy Bear) XE£HEMIEIRZ B

20252 FRNVLY, BERTHERE =M
APT29 (Cozy Bear) H4R, #% 4l 30 M 2 ) A BS
RIZEFRNEBRXMERABREENRYT R
APT29:@: I BE M RE R 4E L RIZ LA (IAB) XM
RETE P8 75 SN SN BT BRI IR 18] FE3EE, HHF A
EMMEB MDD R WMENERHASRRXT A,
X—MEREEERESMAPTARIERERNERM
BEAES, BI XY + B RRERAKIBRFA
Hg R oA BE S B ik 1, BE R B Ak 7o 2 Bk ith &
TEIRIE AR OS2 R P

17

“It seemed to us that we were being
followed, as unfamiliar cars were
standing in the yard, two bodies were
sitting in the car.”

= KAGAS, A CONTI MEWBER. IN A LEAKED CHAT

Days later, Conti’s leaders talked about Cozy Bear's work and referenced its
ransomware attacks. Stern. the CEO-like figure of Conti, and Professor, another senior
gang member, talked about setting up a specific office for “government topics” The
details were first reported by WIRED in February but are also included in the wider
Conti leaks. In the same conversation, Stern said they had someone “externally” who
paid the group (although it is not stated what for) and discussed 1aking over targets

from the source. “They want a lot about Covid at the moment.” Professor said to Stern.
“The cozy bears are already working their way down the list”

“They reference the setting up of some long-term project and seemingly throw out this
idea that they [the external party] would help in the future.” says Kimberly Goody,
director of cybercrime analysis at the security firm Mandiant. “We believe that's a
reference to if law enforcement actions would be taken against them. that this external
party may be able to help them with that.” Goody points out that the group also
mentions Liteyny Avenue in St. Petersburg—the home to local FSB offices

([E15 APT29 XEXBEMIBEIRI Z M43 )
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(F9) LapsusSEl{k i £ BTN ¥R E 1S

2025558, @ XMBAHER T AR LapsusSTEBMAHAS, ERRK T ERA.ARE. EMNFZ M mExE
EXRNHSE5BXEERS, AAFER TYUITBNEARE X, BEARSHER . BUIFITHXH. AH
ZERARBEFRSEIRZOAND  ZARBISBNHESTIRFZFRIFT TENRTLEKS,, BEEXIT A%
BEARSREMIF.EH5IRTHRXERARY N ABIEENEENRAR R, BBRER T MFBEAFEZR
FENRE L FHHERNRIREE M.

LAPSUSS

0s DOS SISTEMAS FORAM

COPIADOS E EXCLUIDOS. 50 TB DE DADOS ESTA
EM NOSSAS MAOS.

MNOS CONTATE CASO QUEIRAM O RETORNO DOS DADOS.

https:/'t.me/minsaudebr
saudegroup@ctemplar.com

(E116 Lapsus$ Bk R B ISR EAS)

(&) RansomHubE TRENRMHFES M EH

ELockBitFE LA MER T G F2KPEFT T MESHRIG, 2025F 4, RansomHubi@:d (L {LF
DR REERURREIE, UNKFHE TMERFGE" NEEMRE IR, RRRS| TE2XKKENE
WEARMN ENEHEE T, RansomHUbE2025F E=FE HIET 2IKBMNHREHL930%H T
D, MEREENE. RESSTIRETWEL, EXETNENSRRGESA HESUNREIEE,
ZROEI T ENERT RN B REERNSHTTBHFE.

(FX) APT44 () $H3 SR =RERITER B SRR R4

TELockBitFERKEHR T AALIKPULIT EMESHERG, 2025F FHA, RansomHubi@ L FE
DR EHEERURRSIE, ULKFHE TMERFE" NEEMRE TR, RERS| T EXKENE
WEHEBARMN ENEHIEZ R, RansomHUbE2025F E=FE 5B T LIKEMB R EHI930% M7
DE, MEREEHRE. RS LSTIRET W EL, EXBEMENHRRGES L EESUNREIEE,

AR EIM T EBENEHRHIHRIRH B RIEERNSHEIBHFL. 18
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Targets of the CozyDuke cyberesplonage group

(E17 APT44 5t B = gERIL R E TRBEM D% )

() HiEiBE 2R AL “Homeland Justice” $iBIB IR H#4

202545, FHEBIVFRAMSS AN EFHLE “Homeland Justice” TERBEME R E A, BT LIEFIF
Pl /R BB fe TE RO AT ATLAG) . KSR LRI 18 hE & 2 B TE K A BR IR BB A9 “IRBR 28 (Wiper) " i o AR R UL FT £ F
ANEH, MEEIHREFHHEF U SERE A ZOEERS#TBOARE, ANEBENARKRETAS
RAAET, BEHEXREALANAS S X—SHREEENEMD BN ES &P PRI ERZNIF
WHRFEZ—, tEBUATE A IEEIEM MM ER TN 2EHE S

\ - all thess acthvithes were carrd out
by the murscipabty of Trana, today
mya:hrqumaru:m >
4 b Tk el
B——— Jem, ex e ciota o
. M-
o

¥, Yo e

30 thess actites were Carred out

oy the municipality of Trana, today

ﬂhey:n!ln-ﬂowwd‘u L
thors e

19 (18 Homeland Justice A4 E AL SHIBEBREAT)
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(=) ‘AR HITEARIERS

20254, BRHP XX HEX . REXZORZFE, BT SIERUN ST TE HERAMKEES
R 5, BXXFZMXEFERITB2 3R XEMIEFERE T ERRCZAPNKRZ I 0. FINS REFL. B
ITIERRHRWS XEEUE, BE Bt ZANE A (Bot) RITHGIRS, R EREM I ESS AZIIES
BEZK, RARRT “ARER IBEED SRR MG IR TR ZATMNE RN EREE. EBE
REFTAILIFED, WEKQARBFRAURZ LW T RIEIERAM .
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(Z) ENEE T = AN B S48 32

2025538, BMENBE AR IRIZHM-—MNEE R 7, EMERIRENERNSIDREBHNRSINE
Xt ZERAFTEDRE X HFALOEAERY, FNEDRERRENZEZWNELE. BN RWIZ 0BT
T BRI HEBEEFNS, EEXHIRN2005 %, (MERNTHER G RENEERERBH
BE, BRIEEBMIAER EXNERMRR 2SN T A EERRKL, AL R REBENENAEREINE
BERIFERZ SRRLOERK,

= i Leaked Data Advanced Weapons and Equipment India Limited (AWEIL)

w-.u..:ﬂi ANNUAL REFORT | 2023-24

(E20 ENEBA &I E X IR & S2h63)

(=) 500GB FHRBARIES B E

MERBCGEMNER, KERRFHRT2025FEFTTRMEE QT T SA500GBAIFR AL 72 BT A &6
IR, AR REREEL BEABRAHRZR 2O, BFEB12005 F AREREIZE R BIFAERITI
EREBGF AR L2 RALESRF XM RARB ARZ"NRATERENNEHHEINEE, EEED
SRR ENTFMBFEREE, L2 TEMEELEESHENESFT LN AL SBOS R MERNZOFE.

21 (E2] FRBASEREEEAS)
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() ;BfSP5R & =B TE (i ¥hdE

2025F 2 F RNHRIZEHN XTI EBETER KLNEEO"HILANRENR 5. WihEEd
WLBETTIAREA S, SREA B E BARRIFH SE R EIEE AL HEBITHT BIES5EEIERSFEE
IR, BREMNEWENS0-200KTHF, EEBHENTHIERS & 1E2000% 7T, LR ENHIENIEERE,
NERPREBABGE BULEIRFA TRENLRESEEENRME T KERAZE, HRBEMRAK.

CHILEAN CITIZENS DATABASE [14,603 422 LINES]
= Monday Joly 4 01.00:06 P

(E22 BEMBE S EMHIERZ16)

(7) BRFAEIE MYSA KR + iEREIEHEE

20255, SRATHMKE (MYSA) 98D REIRITERNIERGZOSH, S2EHRBHERNFATA
MEEENTEEE REEETRIRAHENERE, NMETMRXBE=ZFINERSENRS, AEET 5K
FIERER TR ZE RS E B SIERSE BARE MESRBTE R BB U, MARR . BURIERE
SMMESRRAX2mEE, WEEMNIF EXmERTREMIZHHS BUE R 2 TURIEFF,

wWBIGBROTHER

22

(E23 B3kAT MYSA KB 5 iEREIEEMEZAS)
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(7%) iR B 27 (Boeing) 1z #iIEE LockBit HENE ¥

2025%F 18, LockBitARE A AR BN B REE LRI, MNINEREATAN, G TEERA
KX ESHRITER. EFRME=TE SR HUEMATRERNZOBE L SRARE T S RIEE RN
MFHETT, LockBit FKIA AR ABREEERF MIKE R BHE. lWREHSIR T 2R TS
Y 2T EARRGRE S, EMIE T BMER 2 IKTN X B AM i, EEIGH I RIS S E MW &Y
RAFEEEMTIE,

@ vx-underground & X
@vxunderground - Follow

Yesterday Lockbit ransomware group listed Boeing on
their victims list. Boeing is a multinational American
company with an estimated annual revenue of
$66,610,000,000. They have over 150,000 employees

worldwide. Boeing serves both the public and private
sector.

We spoke with Show more

SDOTHO2M10S

PUBLICATION

Dwadiing: B2 Now, 2023 13:25:38 UTC

boeing.com

8:28 PM - Oct 28, 2023 ®

@ 1K @ Reply (2 Copylink

Read 27 replies

(E24 LockBit AR EABIME RS
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() ENEE Aadhaar £E B MIERFKRIMMEREEH

2025828, W RENEL12{Z AR Aadhaar 2E B IMERFIZOBUE, EREMELZHLEFRAME LT
HEHIEESQARER. BMIES  KERL, URIREXFFAAEENEIRFFLEER, BRBEEMN
RZE0.1ETT. EMBIBN AR EE AT T ZEUHHNBIANZARAMN, ERNENIE T EHNENBFHENIRE,
WAEREYIIBIRFNEE RN R 2RRENE T E .

Wi e India Aadhaar Card Humber Database

(E25 ENE Aadhaar S IERFEIRE M E LN )

(\) ERHAR KIS (ESA) (M 5 T 5 T00GBEIE B R 4

2025%F 128, MNAK /S (ESA) BB £ LR ERNHRFHESZM, T00GBI REXRMINATERMNIE
Mz HE R S H AR I B & T XA R N B 1200 & R B BURERE, 6 & 55 B R RS R A MR i 4% o i
B, XEHIERERZEAPTAR TR, WihEEBEIE =S R EN B RS R TR N TR E3E,
BZEHBMMERT “HNEANRZOBTGR>BRNT B>ERRE" W= RE T BB AT, RA
2025F 2B MRMHZ MR EANINER2E M.

24
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(N)29 ZRAR SSN &R L SH) BELEQAEN

20255F E¥F, BN S RBAMRBIELESF, E30ZFEEXEARTAKR HEB.
RS (SSN)  KEFEHUE RITKA XK EENTBLERNEERBR LT BIENRZ BEILER N NGB
FERINFRY, XESEERER ZRTEHER. SR BENEE T RICTRIER, RN2025F TH4F
SRS NGIRILENZO BRI, e T T 2XAE LERAFNLRRENHEMEZ o

NationalPublicData full db 2024
by Fenice - Tuesday August 6 2024 s 02 (= 0]

(E27 Z+HAZ4% AR SSN HIBREMGEHAT AL )

= . 2KEMESRGSZSHRRABEMN
(—) BazarLoader FSMiTisH & £

20254, EhE KRS BazarLoaderFe iz LR F LR, FEREM IE R B “TTIHE (SaaS) " & =&, B AN
“JEFRRNIRSS” A R P ERIEERRIRIIATE IR TR IZARRASINT o RO NSO BOAFUR R BER, £
NERREE U APTHRIRMBIRNE 8L BEZE, D NEMAR. T AR B ER=MTEEA, £F
SIHTIHAF 860001 HiTHRE A E K, 15 RN AN RE BB AIKINIRNBRN R EES, BEREME T
IR R R AR LY B
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CWDIo

(E)28 BazarLoader BEMiT A4 & 525 )

(Z) Windows M2 HiFRIE A3z

2025%F E¥F, EMENE S EBAMRBIELESM, E30ZFBEXELARTALR HEB.
RS (SSN) \ REFUERITKA XX ESHNTEBIERREER R AT HEMRZ EiLERIAE BB
FRIVFRY, XEMIREERSK ZRTENER. ERMINE BENSFRAICIED, MAN2025F F+F
EXRSNHEELENZO BRI, el T 7 2KEE LBERAFHNARS N HENMRZ &.

P [WTE] Pramium BGS Expiof — 0Oy Rersote oo Ghan | FUB | Cross-Fiatiom +

(E]29 Windows WiZZE HiRRAEMIASENIE )

26
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(2) AL RFSIAE

2025%, MR ER ERERF AERRA BRS NERRS TR, FIRERM AR B HiHRI]
mEZTERNERESHRE, ATHRFBIEAESHRAEREBMSRT R, AISESERSTEEANE.
R RESIERDZIRER, JAMBERALT IREIFIEEN R XM BTN HIKEET BRI HY
RMRE S, SEMIEEPTREER S BRENNSRRES, BEESBR025FLK RN THHEZN
BRI K,

Hirias thé Powes of Unrestrcted Al fod Yl Endedvons

-

braund Meers erias

B R L

(EB0AI £EIRFS TABIENBESRZMEX)

(W) R RITADIMEF#E LR

XN EIKB N ABIIREEZSE, 2025F BN HIHHI T REH WL ERFRITARIHEM, LIS#HE
Medusa.Godfather A RERBIAR S RIKM N R 5 T XEARDEMN T KRB 2FAREEE 8. EYPAILE
Sl AR IEHIFZOINEE, TN RE S KBIRE A MAPPS FHRITE P i, RAITHAG S5 2XERBES
BYE IR 2025F 2 IKEBT0% B BiHRITERIE M, A EMERMEZHEKRD, TSERTHEED
IEMNEREB R ERE 5%,

ALBIRIOX

27
(E31 ZHRITADIHEFIEMIZH D63 )
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(F) JetBrains TeamCity [ i%R:RA B FI B EHF

2025528, JetBrainsBE 5 & TeamCity &M S HE T SR EEABIITRAQS, FRDHEIX
BEHT . REXRHBERE24/N, BRZORARCIZEIHI T AR B R E#IZ4 (PoC) 5RATIA,
ARBEFAHARANBZMAN 2K ERKMBEENTeamCity RSB HITHEBRB SRS, RNE WA LIFR
SRR R . X “ & IENE B3 1" BYIR FER E, 1L R BBV T 1B & A HAE In R PR Bk bk, B B 7 RS
FEEfiRBRSF LT SRR OINERER,

(32 JetBrains TeamCity JRAF ISR 475 )

7%) “DarkAgent V3.0” Al INEH seAE AL EMH

2025481, B FEARAIREE A DarkAgent V3.0TEBBMER AL E, AFEREMBEENE™
BARER.ZTEARESRERRES B EMIEN, XFXEAMRITMEBRMEFREZRE. BENREIRE
GRVREBENEREREES BUBEET, HEREAFEZ2ANALEEESEEEIRUA, F1Y
WHEFAN2.8K, RIEFATREFEFE5%, ZEHITSEMNBREIEREN G (Agent) "B,

E u - L]

Le8®+90]
Plasg
4

Ll

(B33 DarkAgent V3.0 Al R B REA = RN B 53X 5 UH ) 78
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() ForgePro Al REREENREZEMH

2025%, ForgePro ALREEEH RN ZHTURBLIVER, MAFERZERSNAIERTILREH
ZOEEN R 108 S E+ BN EAMRE+EYFENS, RELEAFERTEMEEIATIIHRS
KYCIIEN S EBEMERNS, &% ZRTHLHMHENR BECQ) .S EESTFR . HIRRETFIR ZIASK
EXZHREWVSERIREENCEOMIR/EZHEL K EETREMRK, HELANE AN T REMNIS
RABMEREERAMER=LE, WLKBFEEERRBRAMSEDL K,

== = = =
e mm 38 FegTn
e — @ -

o e e

(B34 ForgePro Al RENSEHTEEE RS XK ZMHX)

(J\) CCSDS EX MV ERiRRAZZ AT EH

20255, BEMERHILE X CCSDS (MABBERAZWELR) NN ETBIBHASERARS,
T “REEZERE->REMF LA >BNRZ>ERRE YRR R ARBIR 5 X ERE DR,
HESHEN D ENEERBITIFFOEIN BIASHFNR, BXRENBIAGNRSA80L%ETT, BE
NIEEAXRK GRS KIMATECAR X—BETTEBNEAREDE EXNRBMREERKMRE, m=X
IR R EELEM, NEREE5XERERIREHRE.

Vulneratility Details.: CVE-2075-58534
CryploLi command Injection ruser ity it ritiskce_karbessy beylab fie_oge(

- - CVE-2025-54878
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M, £REMZOFESREITESREBENEG

(—) 21K “RapTor 175" SR IEM S m/ KT

20255 4]), HRUMAEARZEL, XS X EFBL BEKBHFER B EAEERERF 2RI ERNHE
A3, ZE&EHRS 7 “Operation RapTor” W IKEMEX S HETTEN. IRITHIRIIE S T = N NRENIEER 2
™17, 198 T TorMERMER AN SR, 28RS ‘Kraken” RE6MNHEF &, AR LEEE. EREILFE
I3%EEA2878, ZEIRIEB50805 Kyt HI I & 5 INE B 850 A riE R E . 11T 28, LRI TanE T RN 5% £

ABBIENT RYIEEL, B6 T IEMIFEEREMRZHE, BEAXERERE N KA EL B A TS,

= EURTPOL JPERATION RapTor

80 20 B8 o 184muo

130 4

42 34 "':’ zhlnnms

57 =
29,

19

(E36 £k “RapTor ITa1" HUERREH AR )

() XSS HBRRICIZXEERE

FREHHEXREENZTRRERS . GEERGH R WEB G R RAZ O MM, XSSILIATE20255F
KO T HORRREIT E G EARS RGN EEERBE S SBENXE. 2025558, HEZ HPENMEKSE
FRHE RN ERXFZIEE, BERZORSHEHRBZERMIOR SR, BNITBE, RERAEAEEEN SR
BEEelmTae, 3 ARAREREME EXFFIN80%. X2 LT RN A REMSH T BB R MATER

FRZE, bR BRHBEMA L XEE IRINFEIED SR EE AR, FERENOMSEIESHSTITEIE.
30
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[ | This domain has been seized by la Brigade de Lutte Contre la
ﬂ |_Gybercriminalité with as:l.;tmu! the SBU Cyber Department. l

A § (i |
=
L B .

(i}
ﬂlhﬂ‘\ﬂ

adhern TSI, PORARRCTA ST Ot SO MB35 0% e 35 RTS8 0P 10 ChANEN 10 Paticrieer !
_TTTEER Moncusry@Te Tossnd Top mpeas. Bos manp ot BNDRHLANE He MOTYT Bume Belonacm (W10 § ofuii, & He oM el
hpe 1, 2018
i Big,  HVSCEEDE DOTBLIMA SiiThe Wi RACORT, CNMIASH DOTACTRAHTA W NS, BOJASCHENG I DINS KL A MU BaYEPA, Wi 53 SET0 Y BT CTYWHT i
CTapaal sfrmUBE = doyn pafatet

11}
[

(E37 XSS HIER LIz K EATESMTaERASE)

(=) BreachForums CEiE#UE R Z0L) RIBES

20255, IR EBEX R AN IR EZ 0 iCiEBreachForums, AWM IEE R 5 8 ENEIRHR, BIE
RIRSAEZ T, 2FRAFENEER 7 X—BFIRESH T REHFEHEMIENRRSIEEALQF, R
HEETZIMNRBIZDRERN DR, ERERBEEERZREZI L ROk, SRE"HEN
BB EE 7, hERERENBUE B S M TP IRIEE mAA R B B RETE %,

Breach Forums |oe-BUEEN FLF SOMED KAISAALT
s

Helha gverypong. Please consider this the fnal updale for Breached f—

iy el b oy B ety e B i (v et b st fhm,
s o (o]t e g, B P S b

o the s of tha masaags 10 sl reet and ek |18 Sk sl i3l w8 prenyone and el ga b
T i L] AT b et Lol 1 eE W oty Wraios i i D Bt

Lo AL AP 8 eyt 28 P VY R 7 A g s e

(El38 BreachForums I BB RIIEA S S AP O RMEXIE )
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EF108 1, XEFBISERE D BT KE—FHNERBRENKITEH, #)KRES] T BreachForumsitingy
ZbamiRS e, R T FEEBEBEE RARAARASHROEE R EHKER, ShinyHuntersFRE L5
REARHEEEENAFED RInHHAALE", X—FHRAXBETR, RS EBMNSRIELERZ MEPL
B9 “TIFEnE", Mg A AR “INEA A BRI Se Rl AU PRk o

@FBI - Follow

The FBI and our partners have seized domains associated
with BreachForums, a major criminal marketplace used by
ShinyHunters, Baphomet, and IntelBroker to traffic stolen
data and facilitate extortion.

This takedown removes access to a key hub used by these
actors to monetize Show more

4:00 AM - Oct 13, 2025 ®
@ 32k @ Reply (2 Copylink

Read 544 replies

(B39 EZXBEHEITHE A AES BreachForums FF & %12 )

(M) HydralG4F & “WhiteHouse” #ik

2025, B ERERD HrHydralE Wiz 8. B A BRIERC K EBIRIER 5 F 5 #Y “WhiteHouse”,
WECNB AN REH . 2 FTEBUSETEZNPGPMERE . ENEEERARN2RXIFEZD R
RHEM, B2024-2025FBEMIBRKFRNRZF . HB LA T 2 RPUEANMERBNF & “HER K"
BERRA_ERYRIBRI, BEEERE T 2025FBMARIFEBMAREN R, B T HydraB K FERHNRIEX
BT E S

i
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A IMPORTANT-READ A Eresc

ShinyHunters

e BreachForums/Raidforums Reporting

The Federal Bureau of Investigation (FBI) is investigating the criminal hacking forums known as BreachForums and Raidforums.

From June 2023 until May 2024, BreachForums (hosted at breachforums.st/.cxl.is/vc and run by ShinyHunters) was operating as a clear.
net marketplace for cybercriminals to buy, sell, and trade contraband, including stolen access devices, means of identification, hacking
tools, breached databases, and other illegal services.

Previously, a separate version of BreachForums (hosted at breached vc/.to/.co and run by pompompurin) operated a similar hacking
forum from March 2022 until March 2023. (hosted at raidfor om and run by was the predecessor hacking
forum to both version of BreachForums and ran from early 2015 until February 2022

Below is a questionnaire for victims or individuals that have information to assist in any of the investigations against BreachForums v2,
BreachForums v1, or Raidforums. Please complete all fields of the questionnaire to the best of your ability and the FBI will be in contact
with you 35 5000 as possible. If you have any questions, please contact us at breachforums@fbi.gow o+ Lme/fbi_breachforums

All doto provided is for investigative purposes ond will not be shared publicly without the consent of the victim.
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Chat GPT Fraud Bot | Bot without limitations, rules, boundaries

4 Chat GPT Fraud Bot | Bot wihout imations, rules, boundaries 0 0
« ont July 22, 2023, 08:23:06 pm » L el

NEWY 8 EXLUSIVE bot designed for fraudsters | hackers | spammers | lke-minded individuals

i your okng for » Chat GPT ahernative designed to provide 8 wide range of exciusive toals, features and capabities taiored to anyone's ndrdusl needs wieh no boundaries then look no
further'

This cutting edge tool is Sure 1o change the communily and the way you work forever Wih this bot the sty & truly the kmt R is the most advanced bot of its kind slowing you quickly snd
easiy manpulate & o your advantage and do whatever you ask # 1’ &s you can see in the video

Video Proof avaiable on marketpace(s) and teie group CANM

Wirite malcious code

Create undetectable maiware
Find non vbv bins

Create phishing pages
Craste hacking lecls

Find groups, stes, markets

Virite scam pages / letiers.
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Leam fo code | hack

Find cardable sies

And much more | sky is the limt
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3.000- confirmed sales / reviews
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HelixMixer E Mixes Contralized mixer
HelixMixer was a darknet crypltocurmency mixing service operated by Larry Dean Harmon
Based in Ohig, the platform was designed fo obscure the origins of Bitcoin transactions, al

: 5
2074 to 2017

ng users—
arimarily invelved in illegal activities like drug trafficking—to launder funds without detection.
F ¥ g g

Drurrf ng | Its ‘JlrJeril..\.-r .l|'< ix repor

edly processed transactions totaling over 354,468 Bitcoin, equivalent to

@ was notably integrated with Grams, a darknet search engine
also run by Harman, facilitating connections with major darknet markets.

Show more..
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Cluster info

Outputs
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RERAZFSENFII, BNERNER 28,
MEZ2HZ5NEKEMGEES,

(%4 2026 F BEMFH1Z G IR R 4235 )

* AR A EZ OERT S ER(MET B R 2R B = F1Tohit N NE R 2~ LS RE R BT

BXEX, SEFBERABNAEERSERS
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R 1. O AR &5 A

1.B5M (Dark Web) :36EFTor. 2PEERBENINHEE, B @I THEIA NEREIHFNABEAIE,

+«HH
BEMERSIZELERSINNMERNS, ZOFIENREZ S MEEESBRME,
2.REM (Surface Web) :tBIUBAW, 5B MIE RS L] HEIRFR 5| T RIFHECE BN oL@ B8N 5

EEAF B B ERWE 6, S5RM. BEN R TN E =8,

IBEHNERE, B2 &1
3.%M (Deep Web) (5 BEMERSIBLERSINIFLAARNERNS, BIEE AR, INZREBFE. (I 2E1TH

&

oif

ZRAFBRER

2

NE . BNRLPNBIEEFS, EABERELSEMEERN0%L L, BRNERNHAEREREMFHRFE.
mEE:

4.;%¥% 08 H (Onion Routing) :TorMEMiZLERZBERAR, B ZEHRENM
DHERPUT AEZERE, E—BEENNELANEHER, 2EREEESNANIPHISELEH,

EMEEANEZBERERA.
5.Tor BRiEBRSS (Tor Hidden Service) : B RARSS, I8 B TorMEZE E  XAEEE Torid &5 2815 8] Y
kv

ERMIL [ BRSS, RSB IHSEF IREITorMELANEER, THEREEKIPHI SRS HBMUE, 2N

TR R B HINZO AR,
6.12P P4 (Invisible Internet Project) : £#Ff2Z B BXMINE , @5 TorMEH FIR R E BB 5 W,

KADPHANEMBRM S K RMNEBERAK, AEERNNMEE. IEHBNEND, EBNESE_RZOE

BRI
7.58M 1% (Darknet Market) (i5ETFESNEERNIFZERERSXZTFE, AEERR S NE

HiR%, REMBIEEE. G TR SRR Z 0K,

25 BE MR,

SRR RN
2

JCIEX

X EEERGEETINF
8.E&Mitin (Darknet Forum) (52 FERZNKZERNHANL / FHARAKR

EENEE AT 8L B BRI RAR % iz 0 A,
9.JBSEENBRSS (Caas) (IR A== AR OER, B MBS E 2R ST DIRB AR &N AITRN
g

B mEARSS, WEELTHEETUEA, BIel@d R AR S5 Tl B, AMRHIR T MAIETE .
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10.$h IR EPBRSS (Raas) : CaaSHVZOA D Mk, EH RN H EEFHRETENNHRI A ZM]A
SRR, MBRGE BTSRRI D RAN P RS RS, RRRRAF G ANR LT BBz OET

11.3%$%BPARS3 (LaasS) : ©#Laundering-as-a-Service, BCaaSEARMIIZLAD T, IEEFRES

REMTEL. 2RBIFERZRARS, BERRES BEERB AT ER MULEBF 2T,

12.3RE%h% (Double Extortion) :MAHZFMABEHIIZ ORI, KEENMUNEREERASXHRE
M, FIRSHR B 53 BAZ OBUREUE, LU A (R SO SRR N AT ER" N B, WEMRERA R E I,

13.=E# % (Triple Extortion) : NWEHRMARER, EINE RS HEEIERIEA L, Fi5M & EDDoS
WEH AREERF/GRKAEERSE BREMENFH NE—DHEE, 22025FEMNERBEH T RAEK
H/ eNo

14.#3ahREZLE A (IAB) (BEMAESTHN LT WA e, TIRETKEFN A NaREFH VR E . N
MEBIAIRTHIRR, FREFEN B mERMNE SR, R EHEAZOER.

15.1 2550128 (Infostealer) : U EIEHENA D, BRRENEERNVBIANEETLTR, IB DGR ES
REDH B FREFHZE. Cookie MBLETHE.RIESCHEHNREE, TN EILEEERNESE,

16.£iE<h% (Session Token) : thl&iECookie, R ERMIL/ RS, IRS[/MA N ZHIWIEREIE,
WEEGREMNSIESHE, TEESIKSERS ZRRINE BRTEEKF,, 2025FBMAIBIHRR S
BRIV So

17.75 v BR{4EIR (BEC) : £FfBusiness Email Compromise, t20 L BRFEN1R, 5 EE @I (HE Ak
BE.AENFEEM, AVS TRARLZXE AN, FSHEHBITENK. SURBIBERESFIRE, 82025F
B BENZOIEREZ —,

18.75 598 (Vishing) (5 BIAIRENEES . . MEER/EESD, B BIELENTS TEFRE,

E2025FBEWAIRM TRANZONATR.

19.1# 755325 (Supply Chain Poisoning) (i & B SR NHHN 5 LHIFT MMALZTA R
HAHERGERE) BENEEND, ST iA P ENENEE, SSI“—RIES I ERE W EER,
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20. BESERE e R E Y RN B 2 R HIEHIT BEIE RN AE D R TELAE, MEHSHNHE
BREE, BIFD T SERMNEITHRANE ZHNTH, RMEIER Z %00 T,

21.Al Eiefk (Agentic Al :AEEBEMYORR HIITEERENHNALEEER, TENIRPRAT
B PITR B G R, RARG2RIELALIEF.

22. %5V A TEEE (Generative Al) (35895 H X F IMIERHIRASHE, ERXA. BR. M. ABF
ERATNATLEREAR, TN RPRZREUATHaRNBER EEMARES GRENEFMELILTEEE.

23. BEER (ZTA) (2 ORN I KAEE, AR, FTRERMKZD RBIPBLE, E—RipEIER
BTSSP S S/ | R PRIZAY, B N BP0 5 sh It A% OB 121,

24 RER L HER T2 RBIENEZING. 24 IENREZRAH, MIBBTIMEXHIPRML 28ET], MRIR
FRAZRGRIR GRS, BREMEENZOEAREZZ —o

25. MAERIRS  SEERBPRORR, IEFEILARBREN D ASMEACNEER2XE, WAREK
BB BRI AT AR E R, AT G E BRI R BV E R E 5.

26.ZFEEINE (MFA) : 2 Multi-Factor Authentication, I8P B R AL, B@I AR ERELEE
NEHIRIEAR A RETRE R, 2N EIE T B E. VB NEZOE IS,

27.R2(EE5EHEE (SIEM) : 2FSecurity Information and Event Management, s &l £4ER S

A& RIEDRA N SE KON R 2T A, RSB AINXEI DT RSN B 2O H .

28. R LBE D (SOC) : £ Security Operations Center, ¥s\l/MESFER 2. B DI N2
MR GHELENZIRANS AT S, SEMENE STz OAR A,

29,5 =483 5MERZ (EDR) : £FREndpoint Detection and Response, 828 BELRIFILE £, LIEENG

O FEIT ST WEEN A ERNR IR 25 m, SR HEERNE S5 SRR HZ0 T

30.4 B& N SR (XDR) : £FfExtended Detection and Response, EDRIIFHEFLE, BBA KRR WK, &.

R EZHEE T2 IE, RNEGRBEEN XN S BN, BN XTAIREHRERZOE TR,
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31.3ERstR (DLP) : £#FData Loss Prevention, (gi@idARIRS). RIEEE. 17017, 1055 BE k=%

HHRARRAIME BRI R 2 24, BB EE W EHEE AN BN & 2R ZOHIR TR,

32. AP 5%{&1T A5 (UEBA) : £FFUser and Entity Behavior Analytics, 5@ 3 HB8% I BF 524
LARMIEETAEL, LIRS EIHE. SRS SIRGINES NRTH, B L MBI HERE 5. WEBED

BIRZID A

33.MITRE ATT&CK® #EZ2:HIMITREA T HEM2IERA MBI G AR S ARFINE, FRENE X T ML

Wt EHRNSAR AR S RIZ (TTPs) , BREMEEN 1. SR, A R B IRN EE AR EES,

34.B5M1EIRITIE (Darknet Intelligence Hunting) :35Z2HIBA/MENIET EHENBMES FERE

DITEEMAE, IR R M X AR/ AMX AR ER BRI R TS, SSMEERN R 2174,

35. KL 8 (SBOM) HEM M BB AN &HE RN TEER, B HNER &, RE

ENLRAREENZO T .

36. &F0ME3Z BFR (DEX) (BT LOREBREGLINE, TFER O ER, BRI SSIMMEZ LR 2x R

RENTE, RERZIERER L. A REMELUBERAE, HABNIBERSRECRENROEREEZ —.

37. &ML ERE (DeFi) : ©#fDecentralized Finance, 82T XHER e SN ENTE R OMENITER
SRIRSZ AR, BIEEROER ZER AR BHERESE, REERZ M. THERHE, 2025 FBWIEE RS

HBORBIROTIR.

38.;RM 2 (Tumbler/Mixer) : BIEMARS, EEMNEZONASRELR, BIREZMBEANINELED

RERETTRL VIR 5 kB KEX, SEIAZ S MRERT, 2RO RH RS EROET 1.

39.p2%ATH (Privacy Coin) ({EE&RERFERINBENMEL T, BIHER . SHIRERFBHRFRA,
BRI 7 WA it X H EHFZOMER, TABE i LD IMBERETRM, [ 15 ™ (XMR) AHEIARR, 202550

W32 5 B9 s 4 i
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40.88%&47 (Cross-Chain Bridge) (15SLI AR REZ B INE LM A5, RRAVEA TR, WEEF A
BENRIAR B FAEEZEREREE, #—T YR EWIRER, R22025FBMIFERERBH

*Z’\\;%ﬁo

41.5% LiB#% (On-Chain Tracking) (5@ D KIREATF KA PHIRZ 5718 R #UEREX FE A, K

IEEAEZ IR AR ICEWMEIRIMEHBIRA TR, RREATWDEEREMNIEER 2RI OE R,

42 SHEER R 34 55 DIBERAIAZ O, B D AT CORFE A BRI F 1T 79 IPKER RAKHE, BB FR—

FERNZPMHURE )AL, ERREERTER SRR, FTRER MBS HAREEZ,

43.BRE R 1t (De-Anonymization) 5B I RA UEFFE, FIRENERBE NEXZHNEREZ, HiE
WHERSLS M. IPHt YIRU BT, BEMNGES AT TR O BT,
RE R BEERES . BRAEE B 1T

ENCE=N

44. =535 BB (APT) : 2FFfAdvanced Persistent Threat, $§E&E
MR RAN, HI4EE IR AR KER. [aik. SRR EMER T,

45, X585 B EMIZHE (CI) . FRAE, 5 ALEE. BEIR. 358 KA 2R AHRSS . B RHR S, — B

ERRIR, TR ThRES E FUE R SR, Al REm 2R EERLT L. EtRE. AT ZNEENLRIH. EERASE, 2

PR EY1Z OB T B 1To
L5THI R RMITEIFEES TR

=Tl

&% (Hybrid Warfare) : 15 AEETMEMER T 5 B4

46.R&

RERESHNIMANSIS, IRE PR HENEN VESSFH S "817".

47. AFZEEN HEE RN EEIRRBINE =6 WKL SRR R WS Z AN RS BN, 2E W
BB A TR EFRRA DRI DO A R A R,
48 IR EN EE RN AE £ WE FiE L EN R RSHTIMEIEZENE RN ITHIN S RIFA, BB
PSR IR ER & EERRICERBIEEN.
49.BIR BIEMME HETRE R ENA FUANIT Z i8], HXIEIRREMICEA RIVBIRAZ X G HA RS,
REEA S EFFITH, BEIKEERAIERIZOF Ko
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MiR2.2025F EEMERNEEHFR

EHBW b3 ;N1 AV -AL| BB
BreachForums F&# &% 2025108 SHCKEEMICIZRE, B BN &
B AR RS 200 RFENCER, BN | HikiTH
TR —REN
=EICFEEXER SLH #B300K 2025245 HI300REKE WK E, ARIEEIE M 2/
DA IR NS4 BN EUIE B P L2 3T, B}EWE
T EEBESalesforce.
BHNRESZHE B
KUMAT RS (ESA) R 5% 20255128 KON R Bz OB S | MEgERE/
W5 T00GB Bt ESE M WIBHE, TRESFHUE | PEEE
ZE2NMOLE
JetBrains TeamCity 2025424 T EBREHNEAPOC | HEHERE/
HNERAERNBRXF AES RIBENHINTEREW, 2Tk T+ | RARSIL
R\ FF & 15 mE E XU
ENEEAadhaarS )&% 2025528 BI2ZAREMIRINEIE | AHIEHIELEE
AIEHIBEEEH GEERMENK, SIZAERE
SHrLeEH
BE AT LockBit 2025%1H MEMRZOEFRAEIR | $HRRERE/
BMERREEH ME X B, 20 MR =R | #HIBHE

£ HE % 25 BY, 2 BRI g%
2RI
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PR3, BRI SR BB IR IR T 3

AR SO B EME L T RIS TR R RS M RN, fRKHE. R RiTHREERRE
S LARZ S B BE 1L 77 Mk 1E BSIR AU RYBE LA o PE B M B “ BRI BE L (A R BL3Z 2 MR BB R" 25
RIBRR, HREFBENNEREZR, TIMMRNMN R 5B EHRRAER T RER LTI
BARARENERY, BIFES TR THNERZMELE, KREHTAEERRANERSHULERE, CREBESEN
AT B ER e E RS .

(=) ERTURERES R

EWMEDREEELTITIIAR, XBESBMIRME. 28 Er. oG SRR N RERNER,
HIT W X BRI T RFR

Tk ZIDZ AR BE W X BX i O B IR BB bk
XBEEE AEHEREE. T BT0%MMERGTEERLPIEBMERWN | #XNGWNEHE. EEIER
Ehtis BEHRIRAFANRE. XE 29150025 FHFELIREUBHBESEoSIE | TERHIRE . HNERE
TITHR 235%, 94.51Z &% ic FweEE F . Bt RisERIR
ERTI FITEEESIME | BUEERXEARE<72V RO 268 | ZZANEB . HSTEKRE.
DN ANEE LS EEN HEEH2TE, (BT AETIFI[9];90% | WebNBAX . IR R HIZE
BREHRER WEHT RE TR EROTHRBEEE
EsriTk BELDFTHIE LY | BEREUTEEENEMEAREERTY, | HERGRE. RAENEHEE
BT ERE . ETVG 2025 FEMEMEREEHREIZ 2%, | V. BEHIBEGT NS B
EERFNE HBR0N W HZEREIEM Y MBS EEN | EX. EFITBERANE
HEb12.6%"°
SREHNE | ZOFIRFENGIEIT | 2025FE#MENHRTEE HEL22%, BT | #EEFEEEE. FHRFNEG
58Etil BER.EF-ITZ. AT AL B60% BB T M gEME % | B, il ialEEm. S EGE
VPN /=IREEIE W&, T0%WERRREERM " ¢xhE | EalE. SiEtEEns3
WX K HRIEK58%
=N DENEHIE. B 2025F BRI MBI FH ST B2 NITHER | M ERE. ISR .
ARk IR G R ROBS IR AT 4 BUNAR R B 7T00GB#Z 0y | HEIEDDoS T A & &0
KR EX DI E HUBTERER @Y ST XCCSDSE RN | TEHIRGISESE
=8 W3 2 BRI Y

(3R5 2025FZMT IV XS B3R )
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NEEZEURZOTUIHNENXERER ISR ER/E, BITCS T BT UHNZRORIRE B F A,
FERESLEFRFHE, BENRB IO TEMRR:

2025 F#OTILEEM AR ER S 2 2R RR
Tk B R FEREFX FEZESR 1,4 BRI SN

&Rt | WUBEIME. TSBE | YUEIRSE. $98.RaaS | 2,150 5+5 | 28.5% | Aadhaar $uEitizE

MR | BORiBEitER HEHEIE APT 1,280 5+5% | 17.0% | REABLockBitIeE

BER | APUEE i, YiEERE 1.88012+5% | 26.3% | #HXFAKIERFIEE
g | TERARE RN, mRFA 860 F+5% 11.4%

TeamCity R HER

BER | XRERME APT, f9BIEH 520 A+% 6.8% | REREEIEHE

Efr | BENIEME BED. BIERSE | 760 A+5 9.9% | ElR#URMESM

(50 2025F T BRI XL E & 5 2 EHHEXTRE )

(Z) A RO R B

E 7 B3 AR K. RS LR AN, FAR LB EERERA. SEAANEARE HRAILER,
BT DA BRN BRI ER T MRS, B SR T I, & 8RB0 R i A 204
3T 2

o IR BB RIS X R A O BB B B RN 25 8 s, Al IS B T et 75 S5 5 1R AR S
BRI, AhE B TEMT:

W RhIR 77 i FI F Y E) & XS Eb

( @ W7 (fdb/4Bem) w W (1E)
NS B
HTER S
4 +
TR 55E FIRRAT S
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*ERESBMELER G, BEREwHE*

73 (EI51 BB 75 B A AR E & QXL )



i

1. SMEPRERDAREFER KR, BAES B E A EF N F

EWEDESEELITIIAR, XIBE S BIZM. 28 Efr . SRR H SN AT N EERNES,
HiT kX peE &R0 T RR:

ENILFEBEBLIERMNE MBBE MBEHRMARR. ZER Y ANEZUDR, ERENFREE
R, MR ER “BIRE" « L% IR L : BE M iR R F A Po CRBB BRI R E A 24/, E A 1k
R ERRBE1ISX, A BEARAONKEERBUH BN ISEU LY AFREEERTIIHGE

EM7-10K", B0 EHIEMREHLERTRAEXER, WNHIEEERNTRZ AR S, EMR
FEEEE",

Fortinet 2025F#IER2IRE BT, REDMT2%MNEWIEINT L2WE, 15 41%H 4 E IR E
MERBBERER, ZOREEZXBEMEMSMEREFRE . ANEEREBT EREERRERSHER
BIRHEZIER, AR 2KEESH

2. Fih RS IRRIGESIESS, M RAR R EFE K

BERRERARMNE. IR ORERERA, EARAER SLLFE0.1%, KEHFHEIRF S5 508
TREMERK BNISIRSES. BRI BIE &R, FFN 5 A LS EREUBM AR B O iR
XTLE AIE RV SY B R CRE NSRS, AIfER SR T B E M N AV R EIR 5 R TEE60% L £, i plTh
KRFA300% " MERFRNEYZRFRARIES RAES, BI0%KREEXS M HAIXGTEES, EREE
Brrisia s

BVINEMIRS R ERNTE, BHMHNREEZTE

ZEMBESHET KM, EFEEILENBIRIN ERERTIRAFERME ABEXER.RENERE
=T N E R, BIER B EEM, B UEERRBIEFILE  EMREERLS R WO RE
XFE (BRI RN G, IR T 6/ R B shEs HER B 545715, Mk etk 1B ERYT Y0 B HAkEE 72/)\6Y,

refEdflREEEQ ERONTE R TFERLUBIENEZREMENENLE, FREERS,

LEFREEZR
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SRR MME AR TE. EREESFZE RS, FERERENE. Bl B ZE2, & 4R
RESM AER—, LTS — B E G S HEMN, HIL ‘S K EE. ZAAENEIE . B IDERE T
BRAREN, DeFi BT8R ARG E A EHALREXFEERTH, BUARRBREM " Z2REMH
NeRBESRES(PAGBRRIFEDNSBER WWERNEFERTAR, SMEEFEEERK,

() BEEEMIEN IR

AT BB Z2 IR BTG, 90% A E MR H A FERAMMENNIRES, MIAMEE R ZO
FatR, ERARGE R (RIEHEGREMN BT HRMEMR) FETERNIINIEMATE X" Eit, B3
ESARBERXEENMERR, RREMLHNE, TRIMN A EEHTN, 2N H 1S REMSHHBA
PERR . B 0 MIB IR BRI BUBDEXSh S TENHI = NEE, R R R UBEREI.

MR RGN FSEHBIBERMX LS NRE R R, FH()igit T BRZRBAE. DR E KBENTLER=E
2o, BRI EII TR

74k ARG R KBS S T P s = R SR 1A E
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1. LR ENSRER LB HIZOIESR

MEZRAMEE RFER—HNDITER NEL “SRIVLEDRENIER", BRENALHER1TH
&L L HHRNR 2T EED ZEZRBEEENAESITTANRAMESERUER, ARADRBNRE,
SEIAXY Tor 2P FARRERBMERENR—LT2EE AN, AISIN‘REZT25KABEEEE” (MEADA
=), A0 ERE2R M (S5 B MAMENNE, EMBEFERFNZELAEZERESHS

SRR A, NEEE. BARNBIRNES R BEIRMHEEEM,
2. MRS SIS HIREERAR

EXSEER HUR S BIE S IEER XA, FRATHNE B DERAGHE L AEHLBR . KRR
BiE —RRAEXREKGHE, VAETREFZINOABERTRE, MIRIAMF. R HFIKRFX AR, [ H#HEX
BN SRR SEARIBI KX &, FEAAN D BUEALADIR ; BB SHHEN S 1R 00E, sH SR BES B E S M, #1T
SR BIE S EMEY, RRETE R —BERN, RITEEALIE & ERESFRERE, BAHEIRERL;
=RARENEME S AL, FHEBYSLA X R EFENELUERE, WEEMNEMERAIREE, B RIICITEWN

ZINARA TEERERR, JEERNXKTINSHEDR
.EHARUFESEMIREE

BIMRATER TSN AR TG, — M HRENENASSERNAR N KANRS PERE, 85
HIERE ERAE MRESSEDTEFROEIR . T e N AS KNS, BEERER S BER IERFLR
K5 B AR BE W ik m 3R e S, FRENBEEN TSNS WRERA, SIINEFITATEEEICHITENLE
By BTN, LN X BRI e S B 0BT Z B R R E RN P ESFEXNEM TR,

HEEESHESEMED T, BB MIHI IR BEBIREREEEEZ K,
4, EIMAIRERHEX RN

W XL AF AL B SNEREL A, H S AB L SRS EEXEX, BEEE B K. B AT 8T E 4 T 3

RIMIYREE 2, SSIBIRIEK I DT S AR B
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« IRBI AT AL EY R EXHR T

RIS, IR RESAH, BAINBEMMTHEREERR (LEE£981%) , BERZBA SR (£9518%)
RNEEUH (L951.2%) WEM R AE 2N, BFEERIMIEREN HI0, W EE v T BATNE RN L
RERAERAR, HENERHEIN IS AERA REFEEIEG, B M REHTTE L N REF RS IRFILEEK

RN A, FRFENERSABEE AT AR REIRER
o« B UBIRS B 153 PO BB Eh 53 AR AL

EXTh AL RIS T N ElSe iz O B = R FF
B3 5ihiaEHRRER 505 M B B R I EE (W0 R TERFEZEES. VPNIK S) L (5 S HEVKRS (Infostealer)
ATEZRER, SAHSHEERS (IAM) HINEBRSHTRVEW 51IE . —BRIILE, LA AL

BNREE, BHEREE. ZAKAHEHAEIEE,

PR BRI R SR B - B 00 H IR BRI TR L BUHR EE S2 RS, FERBEIE D LD BB R BIEET R AE.
DLP (83t R) SE#HITREXDT o B i I ISR A S, HIEHNE AT RER B IR L IR BN AE
BHRWIEIMETTA) o

R SERPERER DS ENEEY REXBE =S HNE. SR FEBMAZOE T XBIDAN EET)
=, MBS R AN 5 L TIRR SR E X RITIE, FRERHEE, RN,

- MERMSHNERESERMER

R DT RLBIRE RS —EMSHUE XFEEE S KB BMEMERF & AEBSIEM/SOC,
EDRUARANIER 2 R SHEIIE" M AETE NS F IRBH TR, NEMNEBROIRNINESF, T
HEBNE G EE &R f190, FAME SR LR EINKITA, SEMNP X TFHANESRERENREITIE
MERESBXE, NMEEHITEEANIERSF M.

5. &L RETAEHF

WNHRANETE T RETRES BRI L IR R WL RN ER, @i Bahe. B eELRIRIE, B
FNEATEHEOFRE , HAZE AR
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o RITAIRR SEM BB ML ITE S 53 4%

KR FRE R Z O R A TS BEREIRISE B S TN RGN H B B AE S BN AE S B X HhER S
HERHITREERMRS LT, KMEH BN EMNILFRENITE[46]. TELEE N EIE BT
ERESHERE.BFAFNXBEEE HEHENSRE RERANEAES A TSN EER,
BEERARESEENME, BRTHNEERLIZONRES,

o« Big PR E X SR (LR

NEFMEREIMNE “E O, FRISENHIERLIEEE, SRFONESEBUSERXNETE
RILESH, MR D HEAEEDRNBENEE EERNXZ & P H0BH, MRz K B TR B0 B 24
(Playbook) o BIAFI BEIMITHIES K AR STl — R VIR E, W1 FRERINKRFE N HBIEXKEIP.
SR BRI R AR EIMAREE R EXRAEMNESSE, KIGRAN BRI R,

R -FRE - b B - R SR BV R IR AR

ERMENRE R —MFEM NI R FRILAVNEENG  EHEMME LR, 2Rk KREEA,
AIBHRIBER AR ITERE B ERE—F M ENLEIENRAER, (LB ERIAERE, FRUTE
ARz RIS RS AR T, BRBUEREIERSITIMEBHZES DO SEI A EBER IR E, {IRA B4
B EI7K AL ; FE S BE PRSI RARTH 4R, M FNE (R R TRV (E BHEE R OREIRFI B A R EPREN SN,
UREFE T o

6. MR NS 17, B E B M REN IR R
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