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(NEWE: EARHE “REN AERELANE, XE
BX A BURHIAG . I AR fo gk o o] 4 S AR RFFILER, B S
18 4% - T A7 3 < A R B B f BT 22 B I oAl & 2 B P 4%
ZaEEMITE R, WX EWEZ A0 W 4 22 8K
KR, 9B J1 AR, A8 T A~ R AT BT R SCE A B IEE
ﬁ%%fﬁ%%?ﬁ“@mwﬁ”“W%ﬁ%”%ﬁiﬁao$
RET PR REOIERY b, #—FNTFXERABT. HRNA
Fo < HEREX M7 [E FOAT x o [ AufE B S i Bl K K2 3k BB P A
PRk B 5L P 2% 18] 1R 5 W 59 B U 30, PR AR 7 o UR U3 T AT B
& “THAE” i BT BEg aSENERETA,
AR E 2O, UWRERI “frRdt” Bd, EELEKPT T
BAETT, “TAEER” BEE, WIRETF “REFe X X d
XEBABRTEfE T EEABOERAE. D

—. 5|5

2024 £ 4 15 HA7 A 8 B, #EBERITHEIKERN AL
el HENRET e EAE R TRERE M 360 Hi7LaE
Bl 585 & A T AR KR4 8 M——% Bl 15 AL 4+ x4 3 B B & Ao
WP AT EATEY e CRAF & X 1I1I——35 5 % B BUR AL
WEr A R EE S myHANEBE ST *HEARSE, 20

1 https://www.cverc.org.cn/head/zhaiyao/news20240415-FTTF.htm
2 https://www.cverc.org.cn/head/zhaiyao/news20240708-FTTFER.htm



BT T R EBUTAAG N 4 ST R PTIE “ IR A A2 R fE
o B BR W P S 0 22 A ST, O A B AR K A 25 & R AR IUE K
By Bie A 2 An 2 F A A, ZREEE AN TR 5 A 6y P B DY S 2 B
ERMEXEE WA PR AN “dime” AFE. #&ExH
o, wERER. RE FREERZ” RERFOIE T ERHE
K — 2 BRI MR PR, (EX M “UUBR” LR AR A28 &)
ZRE. BEAKRERE. WM. M FE KX 50 R
P % %2 F M AEM T G KA QIKR, AR X E A =
B “Rere N §REBF R, st HBOEHE, FHEZAT 4
XEBF “REG N BBRAFNRT. Fo, BIKF LA X
RIS LT WAL B A o B i i oA R R E R E W4
A HY ST B, AR R EA R BB LA BT 2k e AL E .
A, BAAGENTTEZ RE BTV GE “Rebr e X R B
M, HALH B T30, R ELR 5 B 4% 5 & o 5L
W, HRERNBHHEXE BRI o BHERT LK.

— MWg=ER “Tek”

WA f, REDE 2GR FEXBEE, ARERNHFF
TUWRR. BANFIREGRLERN A XERE. Bif.
EBORMERIA, W R X E NS R EESAEE K.
BRZH, MAMRER. FoFE. WE, FEEFENRE



ENALBEFCLEELENFRET LR EEERZ 2R
(NSA) . FREFEHRF (CIA) FRXHWERE, HE (FERE
Tk K 2 X E NSA W& HFHFEEHREDY F, #4850
T T AR K % B WA 72 3¢ 40 W 45 2 5 o BT R B9 % K 4 R 8
HThek, WRXANEGREEREREA, ExXxbE AR R XE
“BEME” BAMERBEN <KlL—A .

KUK, EEER %2 JARRIET B E” Kt
M CRT R BROARATEY, R e E R A XA R &
WA, X SE KW L BRI RN E N & SE, hiE
PR TR, REFRIAEIIHLTATHEE HEER
BUEAT N BRMEFRESHREETE TR Y “THE
KE “K#EA” (Marble) . ZTHEAZ-NTEMER, TUE
How W4 R TT K T & Ak 5B 2R BT K xR T AR
B AR AR SAT “IRIE” , AR B MERBTFREW

PO, KMFRET “” RBW HBL , BHREH
o, FEEARLHEANEAR ALERRBNEERIE. I,
PAERT BA —ANE A “TH” 0 86, mh2 7T DA AN X
HOX . BB . MR XEHMEMNTFHEE, XER
RATESFREEAR, FRPEBEFE. ®TH. #E. 70
BRZ W FHfa E %K.



¥ REE” TARERFERGEELERLT (W 1HT),
CRA A —NER (LA wENEE ) 6 REF L]
AR B[] A BT 2015 4. BN, 2 RIEEZERHRIAE A E &
ERTHN “BERE”, HETEFZELES B EX.

_CRT_SECURE_NO_WARNINGS
_CRT_NON CONFORMING SWPRINTFS

WIN32 LEAN_AND_ MEAN
<windows.h>

Bl “KER” HRIRKHE

“KEFR” TEAEZ W DGR AL 100 fREH %, KRR
RN EL . FAEFERANTE CRFTRE) W
2, FHTUGARENTHRFASE. w2 B3, B4 5E
5B,



int Scrambl wchar t *wcToScramble, unsigned int iNumOfChars)

int |5cr‘an1b1z—:~:-\(chm‘ *cToScramble, unsigned int NumOfChars) = @;

[ 2 SRIARY

"IScramble.h™

"MBL_FORLOOP_XOR1.h"
“MBL FORLOOP XOR2.h"
"MBL_FORLOOP_XOR3.h"
"MBL_FORLOOP_XOR4.h"

"MBL_FORLOOP_FUNC XOR1.h"
"MBL_FORLOOP_FUNC XOR2.h"
"MBL_FORLOOP_FUNC XOR3.h"
"MBL FORLOOP FUNC XOR4.h"
"MBL_FORLOOP_FUNC XOR5.h"
"MBL_FORLOOP_FUNC XORG.h"

"MBL_FORLOOP_RXOR1

“MBL_FORLOOP_RXOR2.
“"MBL_FORLOOP_RXOR3.
"MBL_FORLOOP_RXOR4.

"MBL_FORLOOP FUNC RXOR1.h"
"MBL_FORLOOP FUNC RXOR2.h"
"MBL FORLOOP FUNC RXOR3.h"
"MBL_FORLOOP_FUNC_RXOR4.h"

E 3 REFEEZE

(bHasBackSlash)
wsprintf(pszFullPath » pszRoot, FindFileData.cFileName);

wsprintf(pszFullPath, L %s", pszRoot, FindFileData.cFileName);

(Pa pec(pszFullPath, L"*.c™) || PathMatchSpec(pszFullPath, L"*.cpp”) || PathMatchSpec(pszFullPath, L"*.h"

(1PathMatchSpec(FindFileData.cFileName, L"Marble.*"))

BOOL bProcessed = ProcessFile(pszFullPath, pMarblerlist);

(!'bProcessed)

s
g _bModificationError =
wprintf(L"Error modifying file\n"




E 4 XHLIETRERH
(pNode->eStringType == stCHAR)

int iResult = g_pScram->ScrambleA( (CHAR *)1pblLine, ilinelen);
(iResult > @)

(VerifyScramRatio(pNode->eStringType, (LPBYTE)pNode->cString, lpblLine, ilinelen))

iResult = g pScram->CreateStringliteralA(lpblLine, ilinelen, clLiteral);
(iResult > 9)
I
1
iResult = g pScram->GenerateInsertA(cVarName, clLiteral, ilinelen, cInsert);
(iResult <= 0
bModError

bModError =

bModError =

bModError =

int iResult = g_pScram->ScrambleW( (WCHAR *)1pblLine, ilLinelen);
(iResult > @)

(VerifyScramRatio(pNode->eStringType, (LPBYTE)pNode->cString, lpblLine, ilinelen))

iResult = g pScram->CreateStringliteralW((WCHAR *)1pbLine, ilinelen, cLiteral);
(iResult > 0)
I
1
E_pScram->G telnsertW(cVarName, cliteral, ilinelen, cInsert);
(iResult <= ¢
bModError = T

5 XHAIEIhEER L (45)

BRATEZ T DU “KRER” BHA LA TR AD 38 2 &
WNE YME” FAFE, WHTEE “OME” REFEFRE . P
X AR EA R SR S (a6 BT )

WARBLE wcArabic[] = L™ wg3lol @ bg st ssdjde & b I J gile | oz g de e 20y § sl J B d1J @asol Jo
sb.Append((LPBYTE)wcArabic, 3 5

WARBLE wcChinese[] = L Y
sb. Append((LPBYTE)wcChinese,

WARBLE wcRussian[] = L"3biq HD HOHIMSW KOHTHHTEOHIX. Buas 6naHguT aH kByi, Ayo Aekam Snukiope 3a. MH ARKUT MONbLAWZ A3nbbaKaTesu
sb.Append((LPBYTE)wcRussian,

WARBLE wcKorean[] = L™ v - > y TE T : 2] YUALE EF0let: W HO|X
sb.Append((LPBYTE)wcKorea

WARBLE wcFarsi[] = L" Jyel e kb Beod( Wl o &S pus Lorem ipsum) W e Spulid G Gis s
sb.Append((LPBYTE)wcFarsi, 5

1pbData = (LPBYTE)malloc(sb.Getl
dwDatalen = sb.GetUsedSize();
memcpy (lpbData, sb.GetBufferAddress(), sb.GetUsedSize());

B 6 RN “IME”



“RER” TAAER AP EE T ZEFRIAEL T
BWEER . TIREM & E % E, 5 “/RE” (False Flag)
Toh, WiRFEEARFREAR, FEARME “HFEX W
FH K.

A R AT AR TR E T, @3 75PH
W 2 A0 5 Bk By R BOR AR, EE R LR & X T
X o AL, X—ERNOEES —mMEFIH4TT HR.
PR ok, 36 [ D) 5 00 A o i 5L B 2B 2t 6] 7 8 A — AR P
BREREERRAER. TERER, “RE” HMERELRE
WG R EG EES, AREKRLAEENE ‘DR BX.

W EEUFE, “fBi” (FalseFlag) 1730 £kt R £ E
G B hiTeh” (EERAY “& LT ) NEE
Wk . REM “HIRKE” EBXRARE XERT, “BwH
o TERFEHANFE, B ERE AT f1 “HARTHAT
7, REEREZA2R (NSA) XF “BART#HTE” £11HS
T KL FMY , MEF “B” (False Flag) /T80t 2 “BA
THATE” WEZARMy. SHER, XER “ARKE &
FE AR XA, XM B 75" LA
WAEZREN ( “4D” FEN) , B O“HINT . CFHY . “d
B fo WG . MxEAEERENGEERET R AT



i AHZCER (WE 7, B8 ix) .

* “Using online techniques to make something
happen in the real or cyber world”

Two broad categories:
- Information Ops (influence or disruption)
- Technical disruption

Known in GCHQ as Online Covert Action

The 4 D’ s: Deny / Disrupt / Degrade / Deceive

oS ECHENTCOMINT/RELH O SATAU SHCANNEI s

7 REFMARKBEZR “®€MOITE” BEX

SECRET//SI//REL TO USA, FVEY

DISRUPTION
Operational
Playbook

* Infiltration O peration
* Ruse Operation

* Set Piece Operation
* False Flag Operation
* False Rescue Operation
* Disruption Operation

* Sting Operation

8 XEFMAMRKBERXT “BRARFHMITE BT

N B T DU SR, “RAF B R AT Bt — A A



ORI . A6 X ER AR 5508 BE BT (BBt Z T
B B 1T30) , EBERARSXEM “ERHKH EXER
MARE “Bma 4787 FRATRA T2 E. TR R
2 B ERRE WA YT SRR SR EAE, b TRE
RETHE R, TIUREEARPNTZTBAEH, LREEN
% s BAntl xmpt, A R R AEERHRIIIFAEE A HEHE H k%
MR AR, T EHERREXEEXZ42R (NSA) fo
FAE A (CIA) S WA H By e B it k], Xk At 2
KAV AR ERSE R TE (BN “REER —
% E g WAL £ X 2 B B S A FA N SRR ETHY f2 € R
B e R I——38 % % B BURAL 4 X % B B & fr 4B A B i B
& BRATE ) .

=, METE “FRRE”

EE s 4, RATE5E T 2 E AR A 2L
WAL, AT REIEFE (P EHRIENIEZED F 702 FH BT
W “RE” WEARAL, APt Brig oN a0 B4 B, & 30 R R AE B
780, WEFEE K “B£H” . “LRE” Btk sie R
. ARFEd, RANK#—FHE LR =17 Writkle Bk
&I,

(—) AL ELIER GG “oR”



EXEEX L2/ (NSA) LT ZFRER (WH 9
BT ), BRI A BERPIAT R 23 28 K S48 B BUR {3 A
o FE A B, F AR 2R E E KT RO R iF
BRAHFEIRM WHREE” , FERLT TNHERRE2R
EWvrsE, SXERAELESR (FBI) MEEEXMNEZ 2+ 0

(NCSC) %% a1, 4+ &mey2 '8 RK I R IR

MINT /{ NOFORN//20291130

STORMBREW At a Glance

TOP SECRET // COMINT // NOFORN//20291 130

Mo XEERER2R (NSA) RIEENERAELTS
X B RE TG SRR EEARS, IR T RE K
B 1 A Fn E FH LA 4h, T K E X BB A BTN,
BEEE. NEER. XEEIAEERE. XERINEILZE.

10—



XEIE2, WEXEESRE. Rk, 8. R, fREH.
B4 B L7 aMEE. XRABANESE —RREFHEdm,
“Rir e 7 I8 55 F AAURIRT X BRI, 2R T
R 55 P8 5 B 3¢ Aoy 3L A 2, AR 2 32 B BURALA A 7 2 o A2 3
BB RIEA (0 10 i) .

SERVING OUR CUSTOMERS

Major Finished Policymakers/ Military/Tactical:
Inte“igence Law Enforcement: ICS

Producers: White House CINCs

CIA Cgbinet Officers _ Task Forces

DIA Director Central Intelligence Tactical Commands
State/INR US. Ambassadors All Military Services
NGA U.S. Trade Representative  Department of Defense

: : Congress
National Intelligence . }
Coundil Departments of?: Alliances

Agriculture UN Forces
Justice NATO
Treasury

Commerce

Energy

State

Homeland Security

10 £EERZERF (NSA) 1Bkl “BEF” Ji%k

(=) HHEFKR BN “KE”

o M M T B e ) S R L R A P AR B A B, kT
Mg RS et A B L m A A BE AT . TR R W E R
FREXEERXZ2R (NSA) 5 —EEITAE, MWEmEH



BRmELLEREENEET, XMIELEEEE KA.
AR, FEERLZ 2R (NSA) ZHETHNEA LR
WE: —& “E#” (UpStream) B, TEYageHmxtl
Frab RN ERCAR BRELFEHAITLEE R, WERAEE K
AR “RE” , “KE” FHEERRERERZE S FRAE
TAEmAER “ b . EBEEENE, RERNSERAKEE KX
2, RENERGURIEKEFH, ENEEFERLL
WA E, =R “#4” (Prism) JB, EEZHe—F |
¥ <L TUE P8R el AE BB IR B B KPR #AT R
TR WEHATRE AT B — W, AARMER “ L I
B @ TS EHEINERERERAEZ A 2FRE A,
ZEBFEFAE RE” TE HiMNEEZ K BIKF LR
8 LIREOR P8, XS EIRWA L E SR BE. A
Joti (LE R4 A Meta) « ER%F, M EAXRAANTEAZE (¥
ShER I EEY (FISA) % 702 £ A FALT 2K £,
% 702 SN E B F RN R KR ERABTEE. A #
g BB BB M B A0 B TR, Ry RERE <5
FE” BN ILEIEE, BLEHRE (Wl 1 HF) .
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el ] | 5 1 >
TOP SECRET/SI//ORCON//NOFQRN ! Hotmail Google (< vy peitalk™ Yol

gy GmMail YAHOO' L“ > AOL % mail &
(TS//SU/NF) FAA702 Operations

Two Types of Collection

Upstream

» Collection of communications on fiber cables
and infrastructure as data flows past.
. (FAIRVIEW STORMBREW, BLARNEY OAKSTAR)

Should

» Collection directly from the servers of these U.S. |/
Service Providers: Microsoft, Yahoo, Google
Facebook, PalTalk, AOL, Skype, YouTube

Apple.

TOP SECRET//SI//ORCON/NOFORN

11 XEERRZEE (NSA) EELKERMERHAAELTENER

(=) BANELBRRHIBEY “RK”

REXEERZAR (NSA) LAKEAKRERN EHE TH
B R & G, (B Rax e R 59 o B A L &l 1E W
BAXAR AT S A2 I U 0 TR 3 e e o DO, AN i 2k B v R G AT
FRMMBER TR RHEEEEXZ 2R (NSA) WIFRIE
FE. NMAULEEA, REEREZAR (NSA) 4 AL T k97
G “BR” R ETER T MERENRZATZ (CNE) , T
(EERZAR (NSA) “BLWEE" ) “BENEITHHANE”
(TAO)BZ TH R TRA “HEE” 1. AEEEXRZ 42K (NSA)
B % X AT LES, KETEEEXLZA2R (NSA) B



“UEENRATHAAZE” (TAO) EAKGE N L3 T £ 5 89K
BB NEATS (CNE) , FHEANT B 5 AANFEKER
(Implants) , XEHAEZEFAT MR, KECHX . 4F M
WX, AR foE EHMR ., RITAEEERZA2RK (NSA) #
B ST o T DAVE 28 & B, o R N B 3 B LT A Y
B NZATE (CNE) JEE W, KEW BN A > L2 EENIR,
X A L R, 3 T AL Tk K e i DO e BT 7E
X . L3k ] i AR P e A 2 AR S AL T R E AR £ 24
WEFERM, G —AMUTER. #HE. XHWERRNEE
Fh, “RE” XML T, AT RERELRAT AR R &0
HRWAIZH AT A, O RN Z X E B & 3% T8
“REFENR FENREFEHR, OB ERN “Rise R R
WEMARE NG AKEEM. MEFE, “X& 2EXHR
RKAZM 4 “REFFE R MEREWZEL, BEER, TEX
A A E A0 £ R E I E K W 50X B R R 5 B HE
HEA RS (E 120 137D .

T H A E K8 — Lo 58 F Jom ENR KW s I E B
7, REEXZ2F (NSA) By “FANRATE A% (TAO)
AHERR “HENE BHEN TR, REXEERHANEZ2H
A A7 577 W RS, 722 E KR B IR W A b 3O A AL E AR

— 14—



T, NEFH YRR R BGE B AR N B B ARt M 4N
IR 40932 & B BT R W oy % T P48 &7 o, P& AT IR P A
NENTEBEHITE K B AR E B AR, XM 7 8 % 9 e Xt
fth, [ HAE Fr M 4532 B B W X vE 20, W] SEBLRT E AR LA 4
BRI EI RS R AN NGRS, LI EAAA R FHEE
WABNYEYT. ERLT VL AFEXEEXLZ 2R (NSA) “47
NEATH HAZE” (TAO) FEREFMHF, LT+ EH NN
KefEMEZERE T X MBS, REEANRFAL, L
Pl7E L kAL LB s LA X EE XL 2Rk (NSA) “4 4
NEATFH FAE” (TAO) EuGHR (WHE 14 FFF) .

Driver 1: Worldwide SIGINT/Defense Cryptologic
—— Platform

>50,000 World-wide % - @ éTc")"r'GAL
Implants

12 £EEZRZER/ (NSA) “HRINRITHHAE" (TAO) HILIKMENIRITEN
~EE



13 XEERZERF (NSA) “$FHITHARE" (TAO) MNHEMELEANRHREE

(TS//SI//NF) Such operations involving supply-chain interdiction are some of the most
productive operations in TAQO, because they pre-position access points into hard target
networks around the world.

(TS//SI//NF) Left: Intercepted packages are opened carefully; Right: A “load station”
implants a beacon

14 XEERZEE/ (NSA) “HAITHHLRE" (TAO) HARAREEFFEITERELHE
ERMARE~HMEREHENG]

HARR ERiz, REEXZ2R/ (NSA) NG
PLARBUE B, £ T “pre-position” , Bl “FULEMR” X — KA



0, Z e AR E T B AR R B B T R R Bk SR I
i, NEEEXLZ2RNESREEANG EEHETRE.
ALK, “FRER” X — 17 Tt 3= B B A B AL A K
RETE B “REFE R AL REXBEMAEE “REHLMEX
e S W 2 X B R RN . R4, B|JRZ AR ATk
KEEM BT “FARER” TR? BELEEHFL.

(W) ZERNFRE “ TR K

i T 702 Gk B9 IRAN, K EE HAALE L T AAR B K B2 3k
EBW M W%, mxEBRNAERE T KREBMEEHR, &
XEBRFRERENR. EE. G, BHEHRE B LN, 702
A UK G Z AR E N BB 9T R G T B E AL
FAOMALE BB RE” . LFXME KNELBAMGRS, ZE
Bk FR TR BN WA K LT & (47 B AR R T B BN
“EAMEA R, MWERNMET EERE, FFLURIE.

1. xHE

TE 2004 4R F 2012 FH 8], 32 B vk E S T K09 (8 3R AT
o, WOTHAYRKEEBRFMEE. AR, 28, BEFRRR. L
WHAER. BYMR ZED S, B —LEZHRPEEZRS
“HIRBH” hHEXET, H57 “AREKE” BEXFAXE
B IRATE R I . EE AW KEE EEAT N Rt F, B
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B EERCHBOE A FHITEE, hE& T EELAE BN
g, AT RO H EEE R TS X, &8 2 il v
v B MR & B8 SR e T Py A T T B 4 5 R AR B, MR
NEBFEMFEELR (B 15Hr) « FEMEHK. EE
XK FESUR . FEMBEMEFRARE . EEEXE
A, UWREAEAFTRAR RN E R %.
BH/ANBRSRFERFAERE Z A E (World Trade
Organization ) « 5 KT Ok ¥ % % ¥ % ( Trans-Pacific Partnership
Agreement) . LEEHE (G7) =+ EEH (G20) W XK
KANNIE R, UEEEMBRTE . FEAEF bR % UK EE A
ARy AR (Oil-for-Food) it4| M &R 4.
XEERAT LRATANE T E A F, AR ERRELE
FrEGefs. W, RBRA. B BT EARE, UK
BRETHAMANEATENHE B AELE, FEREL
(FB) F—ENMEET 20X T EEAAERBR S, A
B v 7k B B 2L4R4T ( BNP Paribas) . 228 (AXA) Fmik E AR
ZR4RAT. % (Peugeot) f1FH # (Renault) . 3k /R (Total )
fo¥ 236 (Orange) FiE AR AN, [FuE w2 %EEEERY
Kb ihs. ZEEZXLZAR (NSA) 74 xT i E 6 #7505
WERNTIEHRALEELL TR,

— 18 —



Sarkozy Remarks on WTO Deemed Injurious to France; Rules Clarity
Sought (TS//5I//NF)

(TS//8I//NF) A high-ranking French treasury official lamented in
early July recent inflammatory and inaccurate statements by President
Nicolas Sarkozy, statements that the official said were certain to
complicate French efforts to balance its naticnal interests with its
responsibilities as current EU President. Assuming his duties as head
of the Trade Policy and Investment Office in the Treasury and
Economic Policy Directorate, Renaud Lassus indicated that Sarkozy's

3 3 i 199 3

PR P S i LEMS Tl =Y A a2 L

B 15 £EEFRZ4R (NSA) E5F ATk E s g% R 55 1) W id 3¢

® 1 REFEF AR (NSA) FHEERAEBURN & RS R T id sk

HEA THEHR IR BERAS
oot ir I SE B | 1 [ SRR e 8 1) A A U Bk bk Oil-for-Food
4R (OFF) 4l b3 35 [E 4 7 4 26
i FE BN IR | 12 E AR G b s A A i b o
4R T A 2
‘ [ ERMBR A EE R KX T E N A G
25 E BUR = 2 84S
2008 4F %Emﬁgﬁﬁ1 B T 57 L AL T A [ 72 A
: T B 1 25 8 R B AR 36
‘ R R R AL L T2
V2= E BUR & 2 AR . . -
2008 4 RIBUR BRI | s, ek B L8 R 5 1
R a5
- ] W 9 R [ 1 5 1 B0 52 2
BRI AR S SR TR E 2010
163 H 31 H 5 R AT 45 0 T 2 S 11 2
TSR SR, 5 % 2 [ e O
ot 3 Fga | PERERRREAA | SRR (B 2 AR
ik VEEIRE D)« v T B AR T T VT
FIZAR, B2 0% 158 A 7] (EADS)
TR L5 2 S AT LA T, B vk
I AN TR 5K /70 (Pernod Ricard) & & b
s
‘ R R R A E A B K
p ¥ 5 =10 . .
20114 6 A 10 H &'ﬁﬁgﬁﬁ‘ e RN L 65 L B 2 B
A o
5 Wo
‘ BB E AR E R k. 5
p ¥ s =1 . R
201148 A 2 1 &'ﬁﬁgﬁﬁ‘ HEVEE 5 BOH, BR TPP (B A TR (k%
" AW A E IR
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HEA 1EHR R FRAR
- U P4 HSAT R B 6 X f LA 1 L2
FITEE ol SO RS 75 R
\ | R L S 24
201245 7 22 1 %EﬁEEZﬁ“ R TR 5 AR S B L R b 25 FE e
i, ST R AT O R Ak
B AT A A 2 BT R 2, i
BIHL.
\ MBI S R A R
201247 31 [ %EﬁEEZﬁ“ BRAR, EESFEARY, B AR
He AT
R R T KV A e, A3
AT A 7 R A D K LR
ot SRR | SRR, R SRR . SR
YN MBI AT R 1 ) 25 55 B
M, PAAGEE )\ EEH (G8) A1 —+[F (G20)
SRR .
A TR S G R, R
ST AT AT A A L KRB G
ot LEAEERS | AR E AT fa N . [
FIES | IR R R 2 123 T
[ ) 4 LR, A 2 2
5. BRI,
E E R A BN T K2 1
o B R | T G7 A1 G20 2 WS &, I
SRR | BB T R T AR 7
e
1 [F]
ZEERZ 2R (NSA) WHLE X R R, REEEKAH

/A (BND) ffEEBX A S ER LR (BIV) FEHMNMEZ K E
2 e 4~ 28 B 15 WALAY IT R 3¢ RO 3 X 2 A2 E AR £ T & W v v
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3, EERYEH5XERREHRA (CIA) Sk Fa 4

% e T

+ 8 B BN F] Crypto AG, i MW B ARTR Bt A G 118
Aot et EXERZIEEEHRE “HLRKE” 24, K

A ZFREOEE, bR B K, HE

im ¥ M5

WALE AR, T

Shrb, XEE. 2F. BEUAXEERZ 2R EEE
Y RERE R ReE, H T WA E A A WO B R (an E

16 fi) .

(U) Augsburg, Germany (USASAFS Augsburg)

(U) Bad Aibling, Getmany

(U) Baumholder, Germany (11th U.S. ASA Field Station)

(U) Betlin, Germany

(U) Bremethaven, Germany (Freedom through Vigilance USAF Security
Service)

()
imk
(U)

(U)

(U

TOP SECRET/COMINT/ZREL TO USA, AUS, CAN, GBR, NZL//20291
TOP SECRET/COMINT/REL TO USA, AUS, CAN, GBR, NZL//20291
() (A Remote Operations Facility)

(U)
(U) Herzogenaurach, Germany ({Strength through knowledge) 16th USAS A Field
Starion)

(U) NSA Europe, Frankfurt, Gemmany
(U) NSA Europe, Swuttgart
0]

nd
{U) Rothwesten, Germany
)

(U) Naval Secutity Group Activities (NSGAs) at Bremerhaven, Germany; || ENGNGzNG
I | I
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3 https://www.spiegel.definternational/world/german-intelligence-worked-closely-with-nsa-on-data-surveillance-a-

912355.html

4 https://www.theguardian.com/us-news/2020/feb/11/crypto-ag-cia-bnd-germany-intelligence-report
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Germans, French Pursue New EU Treaty; Sweden May Be on Board Owing to Anger
at UK (TS//SI-G//0OC/REL TO USA, FVEY)

(TS//SI-G//0C/REL TO USA, FVEY) France and Germany were looking ahead in
mid-December to a new EU treaty aimed at preventing future financial crises
such as the one now plaguing the union, as an official at the Elysee Palace
sought to inform German Chancellor Angela Merkel that President Nicolas
Sarkozy preferred to start the process with a "friendly" meeting and joint
reflection rather than a true working session. Regarding the drafting of a
new treaty, German Chancellery EU Affairs Chief Nikolaus Meyer-Landrut
advised on 13 December that his French interlocutor, Presidency Secretary-
General Xavier Musca, agreed that EU Council President Herman van Rompuy
should consult first with the most-important member states on the possible
proper structure before a text was circulated for consideration. Landrut
also indicated that Sweden is giving serious thought to signing on to the
new treaty because of Stockholm's outrage at the UK's refusal to
participate.

SCS
German leadership

G/J2/520014-11, 141624Z
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5 https://www.dr.dk/nyheder/indland/forsvarets-efterretningstjeneste-lod-usa-spionere-mod-angela-merkel-franske- norske
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(TS//51//ReL 7o usa, FVEY/ASA) omes More Transparent
German MoD Rejects Deeper Cooperation with PRC Until PRC Bec torate on 20 February hosted
(TS//S\//REL TO usA, FVEY/FiSA) The German Fadery) s (MOD)I"' policy Dl.rep licy Division responslble for
Defense Staff Talks with its PRC counterpa sty ot Defanst n MoD's PO eminar at the German
defense relations with the PRC asserted tha:t(‘;“ Berlin. The chief of t et d anot.her l::; n support of the UN. ‘l"he
Federal Academy of Security Policy in Berlin an :';many and the PRC agretive military assustanou d be possible until Beil ';:
Germans, however, made clear to the PRC dele © work toward cooper? e C00 eratiol"l wharm offen sive” in Eum:ore
became more open and transparent, The Ge 8ation that ng fyrther defen o5 waging "3 <! he U.S. bY refusing i
the face of heawy U S, Pressure, and the Ge. TmMans were aware that the P jidarity u.nth t seaff Talks with

s . - -
S|grr1ﬁcant defense cooperation with the PRI'CI'.‘;:S belieyeq that they mainta n\exsh‘ o stablish si
Indian MoD between 2020 and 2022, but st Parately, the German Mo s0
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6 https://www.tagesschau.de/investigativ/kontraste/pentagon-papiere-leaks-bundesverteidigungsministerium- 100.html
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Japanese Leadership Working to Narrow Down Climate Change Goals for
G-8 Summit (TS//SI)

(TS//S1//REL TO USA, AUS, CAN, GBR, NZL) Japanese officials from the
Ministry of Economy Trade and Industry, Ministry of Foreign Affairs,
Ministry of Finance, and Ministry of Environment briefed Chief
Cabinet Secretary Nobutaka Machimura on 20 February on the
environmental goals they believe Japan should work toward achieving
at the G-8 Summit at Lake Toya, Japan, in July. Obtaining an
agreement to use a sector-based cumulative approach for medium-term
emissions reduction targets for individual countries was mentioned as
one of the key objectives. Japan is also seeking to demonstrate its
leadership in the environmental sector at the Summit and may announce
its domestic emissions reduction goals prior to the meeting.

Unconventional
International commercial
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7 https://www.intelligence.gov/assets/documents/702%20Documents/declassified/21/2021_FISC_
Certification_Opinion.pdf
8 https://thehill.com/policy/national-security/4012650-fbi-misused-surveillance-tool-fisa-section-702/
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assessed that these queries were not reasonably likely to retrieve foreign
intelligence information or evidence of crime. Id. at 3-4.
onducted 360 queries in

.

M ations, domestic terrorism
investigations, and the Capitol breach”rovided no information to
support a reasonable basis to believe foreign intelligence information or evidence
of a crime would likely be returned. NSD assessed the queries did not meet the
querying standard. 7d. at 5-6.

. m five queries of individuals involved in
e Capitol breach after being mstructed to provide a “full workup on terms

related to Capitol Breach leads to verify whether individuals involved . . . were
acting at the direction of a foreign power or a member of a foreign terrorist
organization.” Id. at 4. NSD assessed that the queries were not reasonably likely
to retrieve foreign intelligence information or evidence of a crime from FISA

information. Id.

20. S [EHAMETE R EAVERE AT SO I “702 2607 11
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MAR (21 fror) . RER R E 272 A 58 L
e, wRFEHRSGTARETELEF “ER” EHET X
EINrRANMAGE, FHAERAE, BAFERE.
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OVSC1400, Dual Authorities (SIGINT/IA) Online Traming Job Axd

UNCLASSIFIED//FOR OFFICIAL USE ONLY

- ..\‘ T
R‘ ‘E;\ UNCLASSIFIED//FOR OFFICIAL USE ONLY
:“ i3 (U) Lesson 4: So you got U.S. Person Information?
L3
n"
UNFOUO)
How? ‘What did you do? ‘What do you do now? Comment
Intentional |You deliberately targeted U.S. Person  |* Stop collection immediately! ‘You may not target, collect, or disseminate
communications without authority. « Cancel reports based on that collect. U.S. person information without additional
« Notify your supenisor or auditor. authority.
« Write up an incident report immediately. If collect on U.S. Person is needed, seek
+ Submit the incident write-up for inclusion in your [additional authority if eligible and a valid
organization's IG Quarterly input. foreign intelligence requirement.

Inadvertent |You taskediqueried in raw SIGINT on a |* Stop collection immediately! Ifcollect on U.S. Person is needed, seek
target you believed to be foreign. You |« Cancel reports based on that collect. additional authority if eligible and a valid
then learned the target is a U.S. Person. |, Notify your supenisor or auditor. foreign intelligence requirement.

-t » Write up an incident report immediately.
+ Submit the incident write-up for inclusion in your
organization's IG Quarterly input.

Incidental |You targeted a legitimate foreign entity |+ Apply USSID SP0018 minimization procedures. /| This does not constitute a USSID SP0018
and acquired information/ » Focus your report on the foreign end of the \iolation, sa it does not have to be reported
communications tofrom/about a U.S. communication. in the |G quarterly.

Person in your results. « Obtain dissemination authority if you know your
customer set requires the U.S. Person identity up
front.

Reverse You targeted a foreign entity whoyou  |* Stop collection immediately! You may not reverse target.
know communicates with a U.S. Person |e Cancel reports based on that collect. If collect on U.S. Person is needed, seek
on a regular basis just so you can get |, Notify your supendsor or auditor. additional authority if eligible and a valid

o the communications of the U.S. Person. |, \yite 1y an incident report immediately. foreign intelligence requirement
« Submit the incident write-up for inclusion in your
organization's IG Quarterly input.
(UIFOUQ)
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° https://nypost.com/2022/08/31/fbi-agents-say-christopher-wray-has-got-to-go-report/

10 https:/inypost.com/2023/08/10/fbi-head-chris-wray-lied-about-targeting-catholics-he-owes-america-answers/

1n https://www.nbcnews.com/politics/donald-trump/republicans-rip-fbi-directors-testimony-trump-might-not-hit-bullet-
rcna163653
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12 https://bloomberg.com/news/articles/2024-05-07/microsoft-create-top-secret-generative-ai-service-for-us- spies
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