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_CRT_SECURE_NO_WARNINGS
_CRT_NON CONFORMING SWPRINTFS

WIN32 LEAN_AND_ MEAN
<windows.h>

1 IN-JIIstEnY-A1-F

Tz B 2-3-4-5 [TRUIEKS(C TU-LT-I1¥-T)V](E. 100 BEEA LD
BEST7INIVILEEST, V-AD-FI71IVADHER AT B E R EZ P X F
Tl . BEDXFINE@mAL, IAV-T1VJDRENERI L
hTE3,

int ScrambleW(wchar_t *wcToScramble, unsigned int iNumOfChars) = 0;

int FcrambleA(char *¥cToScramble, unsigned int NumOfChars) = @;
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W(wchar_t *wcToScramble, unsigned int iNumOfChar

rambleA(char *cToScramble, unsi

i
Al

L7 IVIVI L

(bHasBackSlash)
wsprintf(pszFullPath, L

» pszRoot, FindFileData.cFileName);

wsprintf(pszFullPath, L » pszRoot, FindFileData.cFileName);

(Pat c(pszFullPath, L"*.c") || Pathm (pszFullPath, L™*

(!PathMatchSpec(FindFileData.cFileName, ["Marble.*"))
0L bProcessed

p") || PathMatchSpec(pszFullPath, L"*.h"
= ProcessFile(pszFullPath, pMarblerList);

(!'bProcessed)

4 TP AL REBI



(pNode->eStringType == stCHAR)

int iResult = g_pScram->ScrambleA( (CHAR *)1pblLine, ilinelen);
(iResult > @)

(VerifyScramRatio(pNode->eStringType, (LPBYTE)pNode->cString, lpblLine, ilinelen))

iResult = g pScram->CreateStringliteralA(lpblLine, ilinelen, clLiteral);
(iResult > 0)

iResult = g _pScram->GenerateInsertA(cVarName, clLiteral, inelen, cInsert);
(iResult <=
bModError

bModError =

bModError =

bModError =

int iResult = g_pScram->ScrambleW( (WCHAR *)1pblLine, ilLinelen);
(iResult > @)

(VerifyScramRatio(pNode->eStringType, (LPBYTE)pNode->cString, lpblLine, ilinelen))

iResult = g pScram->Crea ringliteralW( (WCHAR *)1pblLine, ilinelen, iteral);
(iResult > 0)
I
1
g_pScram->GeneratelInsertW(cVarName, cliteral, ilinelen, cInsert);
(iResult <=
bModError =

5 J71VALEIEEERE R (Z0) 2)

SBIC IN-TIWIDTARI-FOEFING, BECTEASNEZIAEEIOX
FINR DN, WhipB[ A o, OY7EE. B

& NIVYTELAEENTLRWL (R6) o

B}, 7SETEERH

WARBLE wcArabic[] = L" g
sb.Append( (LPBYTE )wcArabic,

WARBLE wcChinese[]
sb.Append( (LPBYTE)

WARBLE wcRussian[] = L"3bi H3 HOHKMOW KOHTHHTE0HIX. Buas Bnanaut an kByii, nyo nekam snukiope 3a. WH ARKAT MONbLAKM3 A3nbbAkaTesw
sb.Append( (LPBYTE )wcRussian, A

WARBLE wcKorean[] = ["AE = 2 v 5 T 0| SEfo] HAS UAUHAH
sb.Append( (LPBYTE )wcKorean,

WARBLE wcFarsi[] = L" Jgpe! we & Beod (@l o &Js g Lorem ipsum) @ g Cpolid O Uy RAREOS Yy vl Ud W
sb.Append( (LPBYTE)wcFarsi,

1pbData = 3Y n c(sb.Ge ize());
dwDatalen = sb. :
memcpy (lpbData, sb.GetBufferAddress(), sb.GetUsedSize());
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EROMAEFE]E, V-AI-FORHERT IEICE LTSRN, TAN-1E
FEEF OB - Eiiii &2 EFICEMTBILCLOT KIFWMEBIFIXTE
BEREDLICRRABRTY M EBET5H, ZOKICRALTL2 BB O
HEDHRTITICERAIN TS,

DL RYAN-FLFHREBED/N\YA-E IALVAY DL [CY A N2
TOE N EEN HOEEZMAKILTEFPTYIN-EEITV, HEE
HHEY, S5(C, KEOFRBESENKRZE R DL IBITRERITTER

ERTEIEHRRICLD L. [MAEFEE IR, KIEREREADIFT-I/0
—| (AF¥VURAIE[Online Covert Action]¥FES) DEBERIBDLEND, KE
EMDII714T- 74X (Five Eyes) |INIBEDOHEECECLZE, [F-717
—JIFEIS MBBRIFE & M EITE I LV ZD0EICH (5N T
3o [ EITEIONT, KERZERER (NSA) (FH55ICTEHE
NZaT7 I ZERR LT, [MATEEE ] ZXSICZDI6DEEL—ERTHD, R
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N)—1ZEHETIEIC. [BRITBE | TRE TR EVWTEEDOEERRE]
(T4DJRE) #SFoRINEESHWEIERLE, ZOM4D]EREBIEELIE, [R
W FLT=-V{TENDIANTOIAT L EBERZHN-LTWSE (M7.X8) ,

“Using online techniques to make something
happen in the real or cyber world”

Two broad categories:
- Information Ops (influence or disruption)
- Technical disruption

Known in GCHQ as Online Covert Action

The 4 D’ s: Deny / Disrupt / Degrade / Deceive

PORSECRET T COMINT/RELTOUSATAUS CANNCER IS

7 KEZEELHETBII7147- 74X (Five Eyes) D
[F-ONRT- ]I BER



SECRET//SI//REL TO USA, FVEY

DISRUPTION
Operational
Playbook

* Infiltration Operation

* Ruse Operation

* Set Piece Operation

* False Flag Operation

* False Rescue Operation
* Disruption Operation

* Sting Operation

8 KEZIEILHETBIT74T-T714X (Five Eyes) |
(LB AR EITEN I (CBI T B E Y17 )V ]

EAROFEA S, [V -F1T7-2 |1TEN SRR A TIAR [CEEFEN T, K
EOEAEFOHRICEBLBIEREE (WHDB[AEEE]) LW
EmEBIHI LN TES, ZORMT - BT ERKEZIILHET BRI I71T - 71
X (Five Eyes) |MNEREIDIEREEBINTH-I I\ — | TR AT - BT LT 2
[C—ZLTWBE, HA. 2O LIREOE RNV OIERERECL>TIAP (Tt
HENTFERZ RO ENBRVELV, FIZE BRI L <EET S
. AMTE DA ITLFICFE>TIHES R +2THY, L HAEDIFREEEE R
EREMICALTIZ KIEREREN >N L TENLEIAZ R DI KEXR
Z2RER/ (NSA) EHRIFRE (CIA) BEDBEREBEINT>5 LR

PRAEHE AR T A2 ENTED, ZORMEL. 2024 F4 B 15HE7 A8 HIC
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(—) AVI-RYDERREZ S

KERLZERER (NSA) OREMBEWERNILEE (K9) (KER>AY
-2y OB - BARICH T DEAMTAVEAL M L IR AVB AL ST R
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-V rDEREELOMEIZ BRULAILOITO-NVBEFEZEREILS
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RERBELCE,

TOP SECRET // COMINT // NOFORN//20201130

STORMBREW At a Glance

TOP SECRET // COMINT // NOFORN//20201 130

K9 NSANEZITEHBET-TIMESHER

SLAVI-2y T -FEZNSH R EBRRMAIN S\, XKEFBATFIE
WHEBI P B BMEBOENC. KT MN\TAPAEEE, EALE. BEAE
BB, Fa. SO[CEBE. BBE. RIEE. MBE, IRY-4. ABE.
T REREEABREDITBHEEBEEENS, sIEOREE THRBMINLLIIC,
[NV -F47-V |GTEIOSINE F. KIERERBICROGW, INIE, KEE
RO BARICEETILHDETETHY . ZLOKBUFHEREEENZIRT
BEOBEEERELTNS (K 10) ,
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SERVING OUR CUSTOMERS

Major Finished Policymakers/ Military/Tactical:
Inte“igence Law Enforcement: ICS

Producers: White House CINCs

CIA Cgbinet Officers _ Task Forces

DIA Director Central Intelligence Tactical Commands
State/INR US. Ambassadors All Military Services
NGA U.S. Trade Representative  Department of Defense

: 3 Congress
Na(t:lgl?:(l:illntelllgence Departments of: Alliances
Agriculture UN Forces
Justice NATO
Treasury
Commerce
Energy
State
Homeland Security

10 NSA #HFHRY-LADIERE VAL
(Z) 19-RYST-I%ERT B ETKiM ]

EREZ DRV, FHARIREBAY I PT I ERBITEIE THD. ZD
29 KBET-JINTEESNTNET YU 7 IVCGEHERY . RBRTE2ER
[CEERT 2L (3. KERZE2HERER (NSA) OEI—DONEEREENTHD,
h BEltanfzry b I-7BET-90 DB G50 LREERC. Z2OLE
SEBIARELEECERLTNS, ZOTH. NSA (FZO20EKSOVIVMEE
LT, —2 BT LR (UpStream) |70J10b, ELEENIFIRDES

FEER CAERBLIEBET - JIOEDBET -JE2INTRE L. EXRLGR
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BOT-9 DI BT Z/EY EIFRZE, ZOTETARM DR ICHEEKRET -5 (4.
ZOHRDIBFHRULEBEETOLADI EFRIEHBE>TWVWE, E5—2DE[TURLA

(Prism) ]70Y1Tb, EREBNGUAT THB, X9 LRI TOIIT MDA
T=HEAVI-XY TP TUT-23aV R THHEL. BIENBREREITT %, .
[ BRI TOVII OB LB S aNT - Y DT EEPT - DR ZESN
IREEE TN TAN-CERN LB BRI > RREE MR ART 20, [T
UALITOIIT MY ERE, KEBOSKFIVI-rybEOY-N\-HbI1-¥
—~DT—FEEIS T 3L KBUTF LR FIRICEDT, 2025, Y170V T, VI
= I=IW. TTAATYT (R Meta)  PVTNGEDEENETNTNS, L
ROZO0TOIITIVNThE ARBERERE (FISA) 5 702 LOHER
DT CEMEINTVEZEDTHD, 5 702 KIEHKIEREBEH K EFBTERE
LT HRFROIVT-RY MEIRT Y& &R TN, FHRNCEERITIN
HIIRHLE BHTWE— A KENTERERFE | THELDBETELHRNET
EDTERVERME BoTWS (K 11) &
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TOP SECRET//SI//ORCON//NOFORN ! .
e Hotmail Google <y =p paltalk™ Yol

. 3 ™~ .
o, Gmuil m YaHoO! é AOL & mail &
(TS//SL/NF) F AA702 Operations

Two Types of Collection

Upstream

» Collection of communications on fiber cables
and infrastructure as data flows past.
(FAIRVIEW, STORMBREW, BLARNEY, OAKSTAR)

e TGN ('.W/‘/ ©

Should

» Collection directly from the servers of these U.S. “
Service Providers: Microsoft, Yahoo, Google
Facebook, PalTalk, AOL, Skype, YouTube

Apple.

TOP SECRET//SI//ORCON/NOFORN

11 NSANEBLEHFEFOIVI-RYMNBEEXERTS
—Oo0ESJO0VIVR

(Z) 49—y bT-9DR1CEAN

KERREEER (NSA) FITICIO-NIA VTR b TRBELEE
ZYATLERBLEN,. 25LEVATLAOBEZRRERY NI-TBIENAR.
FBET-TIHHAN-LE—EDIVTICEER 16, INELLT -5 IE NSA O
BREBOEEZECHZERN, ZOTH. NSA FEZIATLDIFEA]C
MEBEIARHEDRRICHL, [IVEI-F—- Ry bI=-T-TIATO(T-Y3 V]

(CNE) ZEML T35, NSA ICFTET 2B & & TAO] (Tailored Access

Operations, J74) [FXSIC, ZOIFEEETET 258 TH 5. NSA DB E
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h5, [TAOIH SR TCNE ZBERNICERMEL., 5 AHULEDOYIVIITEEY
RAATE, WEHEEL, 7IT7,EFI-OyN-, 7IUH, FEHE, EKICEFLT
WBZEeM DAl oo NSA DREBXENS. FEOEZEMHEEFELAL,
CNE QEFEAIZHY, KREDTVT-RYPEENMRAING, HFA, FIEIDIR
EETCERINEPERILIEAFCRETEH ANV I-OMEESE
FNTWS, BIROVIVIIT DIESHEH TV I-0%<1E BAPEE, J7 A,
NIABERBEADKEETEMICMELTNS, FTLICDOVT, FID DD

EEERALRE LG AN BB, KBFHN To5HIT T[RRIV -5 17—
VIZEDDBTNOFER T, [NV 51TV B BEREBCI>THIN-T
FIVTAREOEELICFERIFINTND, EHIER. IT7LADKEEEMIIZEZ
BRI - F1T-V YA N-REOHEEETIIERL HC, PFEVEETITO
Z<DEICFTRVAN-WEBERILEETHY, FEBISENET-FD[EX
TV5-TEHd (K12, 13) o

ZOMOEOHELALOEL, BADELL MEDES VK EFRICHTL.
NSA OITAOJ[FE#, YTIMFI-VHEZERLTW\S, ML YAN-tF

AT PEBODFCHIREOEBLMEICEDIE, KAXFAVT-RYE
PEPRBITIAV-OHBHOT T, BFEIN-FTCHENREEZL, XK
BUWRICAVI-Ry b ERY-EAZRBIZEENMEANLRY NIV EHE
BREHEL. Z0RSEFREL NI RTEER TR, BRIV -MIRLT
WENRICEIZHETHD, COFEEEB., EOTONAY-ICHTZK
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BEENCEDODNTEY, RENREBZTONMT-DBEREERYATLR
ENDEBAERBEITEIET, KBENROEFTOBEABANOEZERETS
ZENTES, FEDOFILTERFN NSA DITAOJIZLZYAN-TEEZ (T
EHEOH T, FEERNICAES2T0/\1Y-[EFIR DS I B EEZ (T TN,
KEWNROBEABTPXY I NEEERE, REMATOTERNIEIAT,
NSA OITAOJCUTIWIALTERIN TV (K 14)

Driver 1: Worldwide SIGINT/Defense Cryptologic
E—_— Platform

mmmmmmmmm

>50,000 World-wide |
Implants

K12 NSA [CFRETBITAOLIZEZIO-INIVRY I ADEAITEID
RE
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Driver 1: Worldwide SIGINT/Defense Cryptologic
= Platform

_ﬁmm Havana N Kinshasa Sofia I crlin
_Tl-gl:lsilpn Panama Ciry S Lusaka MBS Bangkok N
. — !

l\Jll:ll Mul:n it

W m T
— —m-w ——w-mamm Reston

>50,000 World-wide
Implants

TOP SECH

X 13 NSA ICFRET 3 TAOJICERFHEDRY N I-IADEATEHOR
X

(TS//SI//NF) Such operations involving supply-chain interdiction are some of the most
productive operations in TAQO, because they pre-position access points into hard target
networks around the world.

(TS//SI//NF) Left: Intercepted packages are opened carefully; Right: A “load station”
implants a beacon

214 WENRMBALCKBERFIVAIVATLIAIO
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Ry hD-JBEREERIIT Ny IR T7ZLENT 3 TAO]D
A& S

BRICE. NSA BNIS LY TIMFI- VIR EZ AT HMIC. BMTAE
5RE 1 Z W% T B [ pre-position] £ LWIFRREE T, INF BRI RIMEH
931V -Y M@ TN\YI RTEEHTEI L ZIRLTEY . NSA DZDH DK
BPeaVh0-b, BEORERS EBICRIRER T, ol [RIVL-510-
VBN T T LGEIME T ZREDEEAVIT NI N-NBEEELLE
FRICEDNEAMZER AT 285, KEFHBUFHEBIE [ pre-position] & LV DK
ZfEOTWV ez, Tl Wk WEENM SRR TRIBESNLEEEZIVISOHFTIFSR
B1&LiON, ZOEREEEPESIXTERVEDTHS,

(M) 125-FyMEREBRRZCEIS

5 702 (L&Y KIFWMEERIARKEO/O- NIV 5-Ry NER A%
EE LT, RBUFHEBEICKEDMEOS WMERERHLTE L, INICFHOTK
EBAFRLUED AR -EE-BE RERNREODF THRFERIILN
CTEe, 5 702 SREEAET 21V -FYMER Y AT LRI TIC, IMERFEICHEWNT
KENBSOFEHLIZ TR BT TR EBOTND, ISULIERIMEOARER
FRELAMEROIAERBT LB RERERITII R ULICEEFEEL
SCHY, W BB BERETEERERNRVAMNICANGNZENAH B, L
T EERZXLHTHALEFALTLL,
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1. J2VA

2004 FH'5 12 FCMNIT KRER ISV A LRIINGANTEEN X
LW, BBRORBETSVABFOBEPHARR. &/l BERR. 1V77
B, EIRA BHEBRELIXCDIOTN L, 2055, —BIOEZLIFR
[FKREOEFZEOT T, D[ I7147 - PAXIMBRICHBEINT, DFY. [T71
T TAXI B EERE QAN EEB N OHEEZFLIEZFRAL TS, KEIC
£BITTVANDANEEIDERELER T, TV ADIT LR BBURERFI PIREA
#BFIDEEEY. I5VAKRBBEERBOBFELENEIN T\, BOINTKIFR
HEREDEEXEDOH T, JIVABMASEOXNFEPBERTEEXLTEISL
TBIERDT A ITAMMEREVATNTWD, EZNRICE T5VADTT
KisE (K 15) PHBHA. S FE, LiREE, MBLREBREER, &
KISYAKEE, EU DB ZEKREEREIBLIIEFEREN WV,

BHROARG., HAEFHEE (WTO) YERAKEEN-MIYYTHE

(TPP) . G7. G20 [CEAN3T5VABMTOBERBUEREE R, XETTVAD
MBFEPIIVABBMEEEXEDRRIK L. JTVADEEMSIIDAHE
B T0I176 (Oil-for-Food) ETEIICSMUIKRREENEZNTNS,

KEEF. LROITEIZEE T SRFANAICHUIIEROF T, EXBEIE -
BN -RANA-B#-RFH - BEAIREIRI Y - RIERAM - BRI CE
93IIVADINTCOEZETOIVIVMORTERMEIFREINE T DL SHAREC
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TR, £, MED 2 BRVEBRZINTDITYABEDZI PR S EE
#r (Z5E) 9 2&5K8HT, BNP /NUNERTT (BNP Paribas) VHEMRES
#79% (AXA) (LT 4-7JU30, FY3- (Peugeot) . /-
(Renault) ( =% I IFI-X (Total) . EXBEFEEALYY
(Orange) BEDITVADKFLELIFIVADEEREE B R(CEEFE
E5Z, &k 1[G CRKERZERER (NSA) HIIVAICHETEZANTEE
D TEBLE—EOBEBRDY1ITANERLTNS,

Sarkozy Remarks on WTO Deemed Injuricus to France; Rules Clarity
Sought (TS//SI1//NF)

(Ts//SI//NF) A high-ranking French treasury official lamented in
early July recent inflammatory and inaccurate statements by President
Nicolas Sarkozy, statements that the official said were certain to
complicate French efforts to balance its national interests with its
responsibilities as current EU President. Assuming his duties as head
of the Trade Policy and Investment Office in the Treasury and
Economic Policy Directorate, Renaud Lassus indicated that Sarkozy's
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3 https://www.spiegel.definternational/world/german-intelligence-worked-closely-with-nsa-on-data-surveillance-a-
912355.html

4 nhttps://www.theguardian.com/us-news/2020/feb/11/crypto-ag-cia-bnd-germany-intelligence-report
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(U) Augsburg, Germany (USASAFS Augsburg)

(U) Bad Aibling, Getmany

(U) Baumholder, Germany (11th U.S. ASA Field Station)

(U) Betlin, Germany

(U) Bremethaven, Germany (Freedom through Vigilance USAF Security
Service)

()
imk
(U)

(U)

(U

TOP SECRET/COMINT/ZREL TO USA, AUS, CAN, GBR, NZL//20291
TOP SECRET/COMINT/REL TO USA, AUS, CAN, GBR, NZL//20291
() (A Remote Operations Facility)

(U)
(U) Herzogenaurach, Germany ({Strength through knowledge) 16th USAS A Field
Starion)

3
381

12
12

(U) NSA Europe, Frankfurt, Gemmany
(U) NSA Europe, Swuttgart

0]
(U) Naval Secutity Group Activities (NSGAs) at Bremerhaven, Germany; || ENGNGzNG
I |

{U) Rothwesten, Germany
[(9))]
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Germans, French Pursue New EU Treaty; Sweden May Be on Board Owing to Anger
at UK (TS//SI-G//0OC/REL TO USA, FVEY)

(TS//SI-G//0C/REL TO USA, FVEY) France and Germany were looking ahead in
mid-December to a new EU treaty aimed at preventing future financial crises
such as the one now plaguing the union, as an official at the Elysee Palace
sought to inform German Chancellor Angela Merkel that President Nicolas
Sarkozy preferred to start the process with a "friendly" meeting and joint
reflection rather than a true working session. Regarding the drafting of a
new treaty, German Chancellery EU Affairs Chief Nikolaus Meyer-Landrut
advised on 13 December that his French interlocutor, Presidency Secretary-
General Xavier Musca, agreed that EU Council President Herman van Rompuy
should consult first with the most-important member states on the possible
proper structure before a text was circulated for consideration. Landrut
also indicated that Sweden is giving serious thought to signing on to the
new treaty because of Stockholm's outrage at the UK's refusal to
participate.

SCS
German leadership

G/J2/520014-11, 141624Z

17 FMYBUTIEEEICN T SRERLERER (NSA) OFERELH

A)-TVEHRELRE. KERIFMYNDEZEZEDHEIEEL JUBNE
FEZEERALTNS, 2021 £ 5 A, TYN-IATAT . KERLERER

(NSA) ATUN-JEBERRE (FE) &BAL. TIYV-IRBOIVT-K
VERRICH T2 RIEFEZEREBLL, BZOFRICIE FYPRII-TY, J
WII-ETFVADEREEE ., BRBUARESREBEIEEN TN, 20
BE HRFORYEEANTIVEPAEDI STV -INT =151 IV -
K. BEREORNNYITIVTVIvIREBENEEN, BOFTRTKERE
2REROK-TIN-IHBHEZTOIIT D EELEZXIRTHo, £,

5 https://www.dr.dk/nyheder/indland/forsvarets-efterretningstjeneste-lod-usa-spionere-mod-angela-merkel-franske- norske
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(S//51//ReL To usa, FVEV/FISA) mes More Transparent
German MoD Rejects Deeper Cooperation with PRC Until PRC Beco o rate on 20 February hosted
(TS/IS\[/REL TO UsA, FVEY/FISA) The German Federal m 3 (MOD)'-" policy Dm;oucy Division responsible for
Defense Staff Talks with its PRC counterpart i inistry of Defens German Mo s nt seminar at the German
defense relations with the PRC asserted that Gn Berlin. The chief of th€ 4 to hold another 10; ' SUPPOTt f the UN. The
Federal Academy of Security Policy in Berlin an: 'Many and the PRC ag"® e military asSIstanCu be possible until Beijln:
Germans, however, made clear to the PRC dele to work toward coop® t pid erat w:a 5 " in Ec.m:u:v‘e:’re
became more open and transparent. The Gar 8ation that no further de enc waging " ¢! f the U.S. bY refusinst':‘the
the face of heawy U.S. pressure and the Ger, ™Mans were aware that the solidarity u'nt smilar staff Talks wi
significant defense cooperation with the PR Mans believed yp, tablish simM

intain
£ Sarars at they MaINe opt toestad

Indian MoD between 2020 and 2022, but to ng ::a’"tely, the German M©

(U) 3/00/121295-23

18 FYERERH RIS T HRERLEREROEZIFRCH

KERZE2REROBWXE (K 18) MRILIC. IOFEZEBE.
2023 &2 A 20 SRV ERERRE AP O EEPERKE ORI TIT
SEEEMNARSRLEDS, ERELFICLDE, KBRIM YN FEEOES

SDEICHIFBH IOV TEDLI B RV IIIHEF > CVWANIESEE LT

6 https://www.tagesschau.de/investigativ/kontraste/pentagon-papiere-leaks-bundesverteidigungsministerium- 100.html
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Japanese Leadership Working to Narrow Down Climate Change Goals for
G-8 Summit (TS//SI)

(TS//S1//REL TO USA, AUS, CAN, GBR, NZL) Japanese officials from the
Ministry of Economy Trade and Industry, Ministry of Foreign Affairs,
Ministry of Finance, and Ministry of Environment briefed Chief
Cabinet Secretary Nobutaka Machimura on 20 February on the
environmental goals they believe Japan should work toward achieving
at the G-8 Summit at Lake Toya, Japan, in July. Obtaining an
agreement to use a sector-based cumulative approach for medium-term
emissions reduction targets for individual countries was mentioned as
one of the key objectives. Japan is also seeking to demonstrate its
leadership in the environmental sector at the Summit and may announce
its domestic emissions reduction goals prior to the meeting.

Unconventional
International commercial

3/00/1447-08, 252149%
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2023 F 5 A 19 B RAEBRERHEHFTE—DOOXE ZARL. KiF
BN O THFEICDIYEE 702 &IGERLEITEY (R120) 2EELTW
TeCERBAGINIUT, FIC KEFIEESD (FBD) (IS EIERZINE T B0,
AIEEBECRYMEZY-IZERL. 2021 F£1 B 6 HIZShHELEIKEEE
BREEEMF |0 2020 F(CHELRKRET STV - SMVR-NF- B HRIERHEE
M CEAETRERICHLUEZEBZT> W I EMREmFINT,
COFHIFTDXEIZDEATATV L& TRHEIN. AL D8 %5 | EeI LT,
R HAFOKRKEOIUA-)LE SHLEE) | TE, FBI. NSA, FRIERD

(CIA) BENFHNERDBIIVZITRTOAL PEREEIREL, FEF
[CHEREITOTCV L, Z20%. INbOFERFHERBHEX O KFETE]FEP
FEFEBMXOIEYNI (FR) SHITEERCTAING:, ZO0ZEh
b, KED—EHRICHT3EZITRLTRITVWENI N DT,

assessed that these queries were not reasonably likely to retrieve foreign
intelligence information or evidence of crime. Id. at 3-4.

mondmtcd 360 queries in
connection with domestic drug and gang investigations, domestic terrorism
investigations, and the Capitol breach”rovided no information to
support a reasonable basis to believe foreign intelligence information or evidence
of a crime would likely be returned. NSD assessed the queries did not meet the
querying standard. 7d. at 5-6.

m five queries of individuals involved in
the Capitol breach after being mstructed to provide a “full workup on terms

related to Capitol Breach leads to verify whether individuals involved . . . were
acting at the direction of a foreign power or a member of a foreign terrorist
organization.” Id. at 4. NSD assessed that the queries were not reasonably likely
to retrieve foreign intelligence information or evidence of a crime from FISA
information. Jd.

7 https://www.intelligence.gov/assets/documents/702%20Documents/declassified/21/2021_FISC_
Certification_Opinion.pdf

8 https://thehill.com/policy/national-security/4012650-fbi-misused-surveillance-tool-fisa-section-702/
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‘What did you do?

UNCLASSIFIED//FOR OFFICIAL USE ONLY

‘What do you do now?

(U) Lesson 4: So you got U.S. Person Information?

Comment

You deliberately targeted U.S. Person
communications without authority.

You tasked/queried in raw SIGINT on a
target you believed to be foreign. You
then learned the target is a U.S. Person.

« Stop collection immediately!

« Cancel reports based on that collect.

Notify your supendsor or auditor.

‘Write up an incident report immediately.

Submit the incident write-up for inclusion in your
organization's IG Quarterly input.

« Stop collection immediately!

« Cancel reports based on that collect.

« Notify your supenisor or auditor.

‘Write up an incident report immediately.

Submit the incident write-up for inclusion in your
organization's IG Quarterly input.

You may not target, collect, or disseminate
U.S. person information without additional
authority.

If collect on U.S. Person is needed, seek
additional authority if eligible and a valid
foreign intelligence requirement.

If collect on U.S. Person is needed, seek
additional authority if eligible and a valid
foreign intelligence requirement

You targeted a legitimate foreign entity
and acquired information/
communications tofrom/about a US.
Person in your results.

« Apply USSID SP0018 minimization procedures.
Focus your report on the foreign end of the
communication.

Obtain dissemination authority if you know your
customer set requires the U.S. Person identity up
front.

This does not constitute a USSID SP0018
violation, so it does not have to be reported
in the |G quarterly.

You targeted a foreign entity who you
know communicates with a U.S. Person
on a regular basis just so you can get
the communications of the U.S. Person.

« Stop collection immediatelyl!

« Cancel reports based on that collect.

Notify your supenvisor or auditor.

‘Write up an incident report immediately.

Submit the incident write-up for inclusion in your

organization's IG Quarterly input.

You may not reverse target.

If collect on U.S. Person is needed, seek
additional authority if eligible and a valid
foreign intelligence requirement.
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° https://nypost.com/2022/08/31/fbi-agents-say-christopher-wray-has-got-to-go-report/

10 https:/inypost.com/2023/08/10/fbi-head-chris-wray-lied-about-targeting-catholics-he-owes-america-answers/
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BREVCUAN-BEIEHRZ HHE I 2KIEZEFH AT Cyber Threat Alliance
(CTA) JOEVELITABEICHRHOWNEVEDTH S, RIEIEIIAT 1T DE

11 https://www.nbcnews.com/politics/donald-trump/republicans-rip-fbi-directors-testimony-trump-might-not-hit-bullet-
rcna163653

37



MICT L. BEEARICBIZRHD RV - 717-V | REETRMEIN R
LARR(SFRUN R DM edh. TR EEMEIELIEERLTVNS, ZDTFENLD
AR, TSR BERBCTRBVESID MESOEERREEFITEE. &
REGERM AL, TTREEZENSHIBRINR-I2KICIE, IP PFLAVZ T
TR CRCY-NTPRLAPSVYLAVIT OB S BEVALY N FLAGEDE
BERIAMEEFINTNREWNI R THD, INODFHMDINEIBIRICEE VLT
EIFEZBNGW, 612, ELZOBOAFN M CEHELED THHLLEL, &
ESNERECIGEZOE DAL BA>ON, . REZSOB REFLGE
BRI CEEINGD>TZONEWVWIZEREEFEZ > TS, Cyber Threat Alliance

(CTA) DISLEEBRITAIG. TREZICHITIHIAG. EXRGIAE]
[CHINTEVWTERIELEDOTLAMEZLBNERN, £55A. FAzBET TlCE
HMORMEZDF T, KIBEREEANRE. OVT7. (5, PITHEHCHLTHA
N=ZANRAEBZITOCVBERFFIC, KEBERBLUMTRE CHL UREREZR
HUTWAEHZELY Z AR L, KRIFWEBEDINSOITENIRSEHVEE
ThHdltzERUl,

NAJOYI M OMIGEEBINEL. 8 A 11 B NM1J0QVINEERBAYT
UIT1Y AEBEER R T8 Sherrod DeGrippo K (3. 2024 F£(CHFR R AHROE
YA N\—1F2UT1HYT7L YA BlackHat OFERREFC. WHpB[ RV E-
HA47- JHBEEEDILARONT | RARLLTEEIL TV EIRATA, [
DB P EBAFICEZZAON TN E WS RS SR ERNGRIEMERLTVE

38



hotze EBR, 2023 FLUE, NA70YVI ML OB ECFE—EDLRM AT EX
E2TWB, FAAEBARID ZDDIMEE THMUILELSC. Y170V I MEEKE
BRIPIEREE DR NZEZELGRELTEY, 2024 FE(CEIDOHAHNESTR
fLL#EII TV, 2024 & 5 A 7 B, KITW—LN=-J#2(F, [N170YT M
JCICKRIBREBOLDICATSA VMDA TRBEET IVEANN-TOT 5 L%
Bl THY. KIEREBELINSOEMERBL NI OFEROMHBI 2T ICH
W5 BRI,

SHICBEBINZOE, V170V IR I-T-D[ TIANV-ERI[CEER
B/ OERLTWRI L, V170V I4t(E 5 A 21 B, iLWATITREEYYI1-Y
3> [Copilot + PC]ZFF L. [Recall [#REZYYU-ALT, INICKY. Windows
ARV=TAVT VAT LI Y- TR RIEDT-F &L HRL. ATHEET
ATV EDZF B[R ATESLIC10D, X170V T b, ZOBEXO-NIL
EITICRON, REFENLET-IERESINTVI L ERLTVDA, ZOHBE
BRICKBZTIANY-ORRBRICHT T2 I-T-DRESEIIRTEIELETELL,
BRELT. COREEZ(TTIAI0Y T ML Windows FEHT LW O#EEE
=Ty 1d BETE AR B% 1SRN, £ 6 B 13 HIZIE. Y170V
FR=ILT 1Y TAD OpenAl #11, KERLZLREROFSRITHREIUG
BEOAYN=IZHBANLEZ, Y170V I MEDZO—EDEIEN'D, 5 702 5:E8
BEOEZTOVITMDEZERZN-FF-E LT Y170V T MEAKIGHRERE D

12 nttps:/inypost.com/2023/08/10/fbi-head-chris-wray-lied-about-targeting-catholics-he-owes-america-answers/
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