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REZERMALNEHFENL N “BENE” WBEREL
FHARKXZREY. HEFEEIATRBE AR HENAE
YR ERE K E AR R B KB IP M REEAT T W
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3 https://media.defense.gov/2023/May/24/2003229517/-1/-1/0/CSA_PRC_State_Sponsored_Cyber_Living_off_
the_Land_v1.1.PDF
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e, A “BENET AAERAOGRREEFHATT FH
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PPN REART LS -, XOHMEFLRET HER
FRF MR R, GEANMEF AN HASH, #5k 1Ff

* 1 "BENE” BXEEREFELR

55 HASH
1 33c¢5b4c9a6¢24729bb10165e34aelcd2315cfce5763e65167bd58a57fde9a389
2 11ddebd9b22a3a21bel1908fedalealelaa97bc67b2dfefe766fcead67367394

HREREWNE, X BFHA HASH 5 & i 8 A8 4
IR AR HASH 2 24 . Wl 5. B 6 B,

DarkPower Ransomware And Groups 10C’s

I0OCs

TYPE VALUE

SHA256 33c5b4c9abc24729bb10165e34ae1cd2315cfce5763e65167bd58a57ide
92389
11ddebd9b22a3a21be11908fedalea1e1aa97bcB7b2dfefe 766fceadb 736
7394

SHA1 9bddcce9175646905 1f2385ef36ba8 171d99686d

MD5 df134a54ae5dca7963e49d97dd 104660
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/Threatl\/lon 18

B 5 B BEREhEIFAR HASH
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IR

5 https://www.trellix.com/blogs/research/shining-light-on-dark-power/
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Appendix C - loCs
SHA256 hashes of the analysed samples:

33c5b4c9a6c24729bblO165e34aelcd2315cfce5763e65167bd58a57fde9a389
1llddebd9ob22a3a21bello08fedadealelaad7bc67b2dfefe766fcead67367394

This document and the information contained herein describes computer security research for educational purposes only and the
convenience of Trellix customers. Any attempt to recreate part or all of the activities described is solely at the user’s risk, and neither Trellix
nor its affiliates will bear any responsibility or liability.
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6 https://www.virustotal.com/gui/graph-overview
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. BB AR T AR B RS T4 4 B e koK
R B AR AT AR

(=) £EF 75N zL2b L FAEATHAN

“HERFK MY B F 0 FULE RN B i A B AR
“PRisa W7 ARENZ T 2B WH (Netgear ) 5] F (b &
PRI PR A, PR AR N B (#—F ) .
FRESAR, 2023 45 F 26 H (MHBAFAMELARE2KR),
XEMYAR LA T4 “Riee N7 HARE N Z20E

T, EAERATTERTMARIIE “Riea N 454 1z

7 https://kb.netgear.com/000065688/Security-Advisory-Regarding-Volt-Typhoon
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NE RO EREREES, X5 “HRFKE” B
B TUE R AR B R HhE N A BN, w9 fT

NETGEAR SUPPORT | COMMUNITY | CONTACTUS | DOWNLOADS Search

NETGEAR Support

Security Advisory Regarding Volt Typhoon

Was this article helpful? 3 Yes &) No

NETGEAR has become aware of an international cybersecurity threat actor known as Volt Typhoon that is targeting devices such as routers

and mesh WiFi systems.

At this time, we are not aware of any NETGEAR product vulnerabilities being exploited by Volt Typhoon. If we are notified of such a

vulnerability, we will fix it for all products that are within the security support period.

9 XEMHEARRERE

2024 F2 F7H, XEEHLT LA TERENLLA2S
Ha kw2 (CISA) x4 7 —N 4K «Fie AR EFfE
THFENERALAFENGESR ZEH c#L %Y (PRC

State-Sponsored Actors Compromise and Maintain Persistent

Access to U.S. Critical Infrastructure ) #% AN 48, FR “4k
Fra N HATENGR T EEAR L g ST £ Nk gk
BRMEPIL, WRRE. fIFE. Zh. EAFALEEZA
Tk, JFZlEAE B “HIRBCE” FUEE SRR 5 o
Fraf Rl B3 mT —BRA, 5K, “Reea A
21 2R T 3 77 5 (Ivanti ) /A8 VPN 7§ #) Connect Secure
RS AR NTATT e =R R £, 2024 4 4
As5H, XEARAABRTELANEZERMERLEZ

8 https://www.cisa.gov/news-events/cybersecurity-advisories/aa24-038a



it %245 (Mandiant ) & i 7 — & AL KU 4: & % 5% Connect
Secure VPN 7= i JF /8 A | J5 15 3% fo 10 £ 50 B A D °
( Cutting Edge, Part 4:Ivanti Connect Secure VPN Post
Exploitation Lateral Movement Case Studies ) . 2 i % 4%/ 5]
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HEEZEAL “UNC5291” , ANZARE “RekE R
HERE A AR FMERE. FELHBET, Z20H
EAMALRIL “REFEERN” AERINE T HEFFAEW
Connect Secure = . % 1 245/ 8 By LA W E 10 frow,

In February 2024, Mandiant identified a cluster of
activity tracked as UNC5291, which we assess with
medium confidence to be Volt Typhoon, targeting
U.S. energy and defense sectors. The UNC5291
campaign targeted Citrix Netscaler ADC in
December 2023 and probed Ivanti Connect
Secure appliances in mid-January 2024, however
Mandiant has not directly observed Volt Typhoon

successfully compromise Ivanti Connect Secure.
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° https://cloud.google.com/blog/topics/threat-intelligence/ivanti-post-exploitation-lateral-movement
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1 https://www.reuters.com/technology/cybersecurity/fbi-says-chinese-hackers-preparing-attack-us-infrastructur
e-2024-04-18/
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— R F W RCE N A X2 IR0 B R B K et X
MAm R E R EE. X E R E2 B X E E S B %
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Intelligence Surveillance Act, FISA ) % 702 &2 ( VLT & #
“702 ZAK7 ) BT 2023 FREMEE. (PR R EAN
EEY HAT 1978 F, & X B WAL IR A E Rk
ol G o B B AR AR AR R . R €702 &
A BEZIEF 2008 FEATHA N F, ZARBENEE
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BRI A2 TE AR BT R BRI AR T #ATH,
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12 https://crsreports.congress.gov/product/pdf/IF/IF11451
13 https://www.dni.gov/files/icotr/Section702-Basics-Infographic.pdf
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1 https://www.dni.gov/files/CLPT/documents/2023_ASTR_for_CY2022.pdf#fpage=24
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15 https://therecord.media/nakasone-foreign-surveillance-program-helped-fend-off-cyber-attacks
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16 https://edition.cnn.com/2021/07/06/tech/defense-department-cancels-jedi-contract-amazon-microsoft
/index.html
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7 https://therecord.media/nakasone-cyber-strategy-section-702-hunt-forward-russia-ukraine-nato

18 https://www.intelligence.gov/assets/documents/702%20Documents/declassified/21/2021_FISC_
Certification_Opinion.pdf

19 https://media.defense.gov/2023/May/24/2003229517/-1/-1/0/CSA_PRC_State_Sponsored_Cyber_Living_off _
the_Land_v1.1.PDF

20 https://www.microsoft.com/en-us/security/blog/2023/05/24/volt-typhoon-targets-us-critical-infrastructure-
with-living-off-the-land-techniques/
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21 https://cloud.google.com/blog/topics/threat-intelligence/chinese-espionage-tactics
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